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Abstract f We ae studying the depjmnent of OpenSSL in
We report on an obseational study of user response seners which areparticularly vulnerable because
following the OpenSSL remoteufier oversows of July they must be open to the Internet at all times.

2002 and the wrm that eploited it in September 2002. f The «aw alowed an attacr to tale over the entire
Immediately after the publication of theud and its Web sner.

subsequent Ex we identiCEed a set of vulnerabgesserv|, spite of all theseaktors, our measurements 8ho

In the weeks that follwed we rgularly probed each remarkably sl deployment. One week after the wa
sener to determine whether it had applied one of thg, o sninounced only 23% of the serg under study
relevant (Egs. Vi report tvo primary results. First, we  paq heen Ed. o weeks afterless than 1/3 had been
End that administrators are generaiy slov ©0 20ply  Egrd. At the time of release of the Slapparm that
the (Ess. o weeks after theug announcement, more gyyoited this vulnerability [3], almost 60% of sere
than tvo thirds of serers were still vulnerable. Second, \yere still vulnerable. Figure 1 she the percentage of

we identify seeral weak predictors of user response,inerable semrs for the period under study
and End that the patterrfeti$ in the period follwing

the release of theulg and that follwing the release of

Inerable %
the worm. 58,,,,7,,,?,T ,,,,,,,,,, i R o
80+
1 Introduction 700
It's widely believed that users are not particularly dili- 603 S /Slapper released

gent about installing security &xo their softare. or !
instance, Netcraft [1] reports that 75% of users of SSL- 50%
ized \ersions of Apache hachifed to upgrade their 441
seners months after the Apache chedlencoding vul-
nerability [2] was announced: Despite this belief, an 306”"1"0"”2“"’3,‘0’"Z"”gb’”go”ﬁb’"go
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enormous amount offeft has been put into the diseo days

ery, repait and disclosure of security ¥es in softvare. . _

The implied rationale for all this avk is that users who Figure 1Vulnerable serers aver time
are informed about the securitywa of their softvare

can upgrade as appropriate. 2  Disclosure of the Vulnerabilities

In thi describe th Its of direct - . .
N TIS paperive escribe the resuts of direc? mea On the morning of July 30, 2002, Ben Laurie, a mem-

surement of deplonent of (s for the popular Open . .
. : . ber of the OpenSSL core team, sent an advisory entitled
S SSL/TLS toolkit OpenSSL, talled in th .
ouree OO pen as instafied in e"OpenSSL Security Alert - Remote Bef Ower

mod_SSL package for the Apache=hVserer. For a " S .

number of reasons weowld expect mod_SSL users to *0ws"[4] to a number of Internet mailing lists, includ-
: . - ing openssl-users andudpraqg. This announcement

be better thanwver bout install ty €8 . . .

© betier thanerage about Instafling securty €sx described the follwing *aws in OpenSSL:

1. The SSLV2CLIENT-MASTER-KEY message ®as

_ being improperly processed by sers. An werly-
f OpenSSL users are@whelming UNIX users and long message could be used t@reun a luffer on

UNIX users are widely belieed to be more eperi- the heap. Thisum was knevn to be &ploitable.
enced in semr administration than \Wdows users.

f OpenSSL is security sofare and therefore its
users clearly desire security

An overlong SSLv3SessionID value supplied by

f Mary popular operating systems (Linux, *BSD)  the serer could be used toverrun a huffer on the
have packages to makinstalling OpenSSL easier client.

1. Notethat 25% of serers upgraded is awer bound on 3. An overlong SSLv3 masterdy supplied to a seer

Ex deplment since a ariety of countermeasures and could causewersow. This hug applied only to beta

patches for the Apache ws were gailable. versions of OpenSSL 0.9.7.



4. Various huffers for ASCII representations of inte- The ®rst form of confusion stemmed from tlaetf that

gers were too small on 64 bit platforms. the "avs could be xploited by sending bogus SSL pro-
5. The ASN.1 parser could be confused by supplyindocm messages and therefore thes avere associated
it with certain ivalid encodings. with SSL. No doubt the confusionas ampli®ed by the

discovery of problems with Internet Explorer'Basic

1 d all . f OpenSSL Constraints processing [13] whichass also associated
(1) would aflov: compromise of an Lpen SERT i peoples minds with SSL and all implementations
running SSLv2 (nearly all do) andigp (2) would allov thereof

compromise of an OpenSSL client running SSLv3 Although OpenSSL is the dominant free SSL
(nearly all do). The seer bug was particularly serious implementation, manwidely used SSL-using packages
because gnattacker could connect directly to a vulrer do not use OpenSSL. In particylanternet Explorer
able serer and compromise it, whereas the clieng b Internet Information Seer and Mozilla do not use

could only be ﬁploitedkif the cli?rr;]t_ \@uld be ig%uch OpenSSL and are therefore not vulnerable to this
to connect to the attaeks erer. This Is more dibcult 0 oy (Despite being Open Source, Mozilla uses

bfj_t _by no means |meSS|bIe. Smcg the sarwulnera- Netscapes home gravn Netscape Security Services

b|||t|e_s were more serious and easier to measure we wi fbrary rather than OpenSSL)

be discussing them for the rest of the paper The second form of confusion resulted from the
widespread use of OpenSSL as the cryptographic
library for a wide wariety of other applications. Since

2.1 Dissemination the "avs were primarily in the SSL protocol implemen-
tation, these applications were nofeafed. Havever,

The wide popularity of OpenSSL led tatensve pub-  this fact was not widely understood and nyavendors

licity almost immediatelyThe tug was widely reported recommended upgrading not only OpenSSit bry

in the press and within a day ordwoperating system application which depended on itofFinstance, the

and application endors bgan announcing ersions of  OpenPKG advisory [14] recommended reinstalling

the advisory customized for their platform, along withOpenSSH, scanssh, and tcpdump, which used

instructions for upgrading. Figure 2 shoa timeline of OpenSSIs cryptographic functions W not its SSL

major announcements. implementation or ASN.1 routines. It seemsljkthat

some users who auld otherwise h&e ygrade did not

The most important of theseidps were (1) and (2). Bug

July 30, 2002 10:08 GMT Initial announcement . . . .

July 30, 2002 10:15 GMT Paches for otherersions released _because tmbe“eved it to be a nuch Iager ]Ob than it

July 30, 2002 11:08 GMT OpensSL 0.9.6evailable for FTp 1 fact vas.

July 30, 2002 12:47 GMT Debian announces[5]

July 30, 2002 13:00-12:00 GMT Trustix, Engirde, Gentoo[6, 7, 8] 2.3 Round Two

July 30, 2002 13:59 GMT Vulnerability posted to Slashdot [9]

July 31, 2002 17:43 GMT FreeBSD announces [10] The security changes made to OpenSSL included a
August 2, 2002 15:17 GMT Apple announces[11] number of assertions designed to check &ious ille-
August 2, 2002 17:33 GMT NetBSD announces[12] gd protocol conditions. These conditions were not
August 9, 2002 11:54 GMT OpenSSL 0.9.6g released known to be &ploitable lut checking for them as

clearly an imprgement. Unfortunatelythe assertions
were structured xplicitly as assertions andaifure
caused the program txie This made it rather easy to
mount a DoS attack on an SSL sanby feeding it
invalid data and thus causing a crash.
2.2 Scope of the Bug In order to ®x this bg, the OpenSSL team released
OpenSSL 0.9.6f on August 8, which replaced the asser
At the time of the advisory thereaw a lot of confusion tions with errors. Due to inadequate preparation time,
about which softare was afected. Essentiallythis  there were a number ofiitd problems with 0.9.6f and

Figure 2Timeline of disclosurevents

confusion came in tawforms: the team s forced to issue 0.9.6g to selifaose prob-

1. Confusion about which SSL-using soée was lems. As of this writing, 0.9.6gas the latest stablew
affected. sion. The OpenSSL team did not issue patches for these

2. Confusion about which OpenSSL-using saftes gir((j)blems bit & number of operating systeneneors

was dfected.



2.4 The Slapper Worm both mod_SSL and ApacheSSL, a simple con®guration
directive will turn off all support for SSLv2. All the

On September 13th at 13:55 GMRernando Nunes administrator needs to do is edit the con®guration ®le

announced [3] that a avm had compromised his and restart the sesv Although administrators are

machine via the SSLv2 hole described here. The e sometimes concerned about being unable toeserv

tence of this wrm was independentlyeri®ed and it  ss|v2-only clients, SSLv3-capable clientsvéaeen

was on dubbed Slappefhe details [15] of the Slap- awaijlable since 1996 and SSLv2-only clients are

per worm arent important to understand, so we Will extremely rare. Therefore, the gative sde efects of

simply summarize the important points. this countermeasure are quite mininal.

Vulnerable Systems

Slapper randomly chooses IP addresses and then probd@ Upgrading

them in an attempt to determine the serversion. ) o

When it ®nds a vulnerable seny it uses the SSLv2 The OpenSSL project currently maintainsotaource
buffer over ow to install itself on the taet. Since each Pranches, the stable 0.9.6 branch and the beth-le
version of Apache requires a slightly fdifent eploit, 0.9.7 branch. Concurrent with the security alert, the
Slapper contains a table afrgion/memory déet pairs. OPenSSL  team  released ersions  0.9.6e  and

If the version is not in the table, Slapper attempts td?-9-7-beta3. In both cases the releases were both source
attack it agway, using a dedult \ersion guess, Ut this and binary-compatible with tr_le pni_eus releases in that
likely just creates a crash rather than a compromis@,ra”‘:h' though_ not necessarily with other branches.
unless the guess happens to be correct. As of this writ- OPENSSL s xiremely portable and so a source-

ing, Slapper only attacks Linux machinest it could  |€vel upgrade is quite easpssuming that the mever
be easily adapted for other platforms. sion is compatible with the currenengion, the user

merely needs to do:

Worm Behavior JconEg
Once Slapper has compromised agéarmachine, it make
then does tw things. First, it joins a pedo-peer net- make install

work of other worm instances. This alles the vorm to

be remotely controlled. Theomm can then be used to In most cases, app“cations are dynamica”y dohk
DosS attack other systems or damage the compromisegpinst OpenSSL and so simply reinstalling OpenSSL
machine. In addition, the avm then looks for other is suf®cient. Oh/ious|y, in the fav cases where app"ca-
machines to infect. tions are statically linkd they must be recompiled.

3 Countermeasures 3.3 Patches

As usual, the advisories admonished users to applyhe OpenSSL project primled patches for all major
®xes as soon as possible. Users had four choices:  versions of OpenSSL. whave test-applied them and
1. Turn off OpenSSL entirely they seem to vark ®ne. In may cases, Operating Sys-
tem \endors also supplied patches for tleesions the

Disable SSLv2 (seeronly).
Isabie v2 (searonly) had shipped with their system.

2
3. Upgrade to a neer ®xed \ersion.
4

Install one of the patches (supplied with the advi-

sory). 3.4 Operating System Vendor Behavior

Turning of SSL support isit'a realistic option for most

sites lnt it's worth considering the other three options. One of the primary channels for dephoent of
OpenSSL is via Operating Systerendors. NetBSD,
FreeBSD, and OpenBSD all pide OpenSSL as part

3.1 Disabling SSLv2 2. SSLv2-onlyseners hae @ken quite a long time to
disappearsnce a number of Netscape Enterprise serv

Turning of SSLv2 is by &r the simplest possible coun- versions were SSLv2-onlyThis fact may &plain the

termeasure, which isfettive a dl 32-bit platforms. In ~ Widespread concernver SSLV2-only clients.



of their base system. All the major Linuendors pro- Google for each wrd using a search for "https and
vide packages (RPMs or .debs) for somegsion of <word>" with the limit of hits per page set to 100e W
OpenSSL. As a consequence, maisers hge reve  then processed each page to ®nd all the URLs on the
had the eperience of bilding OpenSSL from source page bginning with "https://* and &ilt a list of all

and epect to get their updates from their Operatinghosts which were potential SSL sers. W then con-
System endor Figure 3 shws the updates pvided by  tacted each seev on this list and selected those which
the major Open Sourcerdors. responded to an SSL query (with a 5 minute timeout)
and which adertised that the used OpenSSL (thus

Vendor Updateype Binary limiting the sample size to mod_SSL and its d#ives

Debian Ritch (deb) Yes since ApacheSSL does not advse OpenSSLersion).

Engarde Ritch (RPM) Yes After suppressing duplicate IPs and s#sv whose

OpenPKG Bich (RPM) No administrators complained about being probethe

SuSE Rtch (RPM) Yes ®nal sample size as 890 hosts.dlensure that we use

Red Hat Pach (RPM) Yes the same seer every time we sample by IP address,

Mandrale Patch (RPM) Yes not DNS name.

Connectva Ratch (deb) Yes

Caldera UpgradéRPM) Yes

OpenBSD Btch ~ CVS No 4.2 Probing

Ef;eB:sDD Bla?:::(fg\?;) Sg Our _task is to determine which _of actionsy agiven
administrator has ta&k. T do this, we need three

Figure 3Updates preided by \arious endors pieces of information:

1. What \ersion number does the senadwertise?
As noted abee, dl the major Open Sourceemdors

were &tremely proactie @out delvering updates. In
evay case, updates wereadable within 2 days of the 3: IS the serer vulnerable?

initial advisory As should be apparent from Figure 4, Given these pieces of information the decision proce-
updating on Linux s rather easier than updating ondure, shan in Figure 4, is relately straightforward.
*BSD, since all of the *BSD updates required compila-
tion, either of the base system or from the ports/pack-
ages collection.

2. Does the seerr support SSLv2

Advertises| Yes Upgraded

New Version

4  Methodology
Our method is conceptually simple eV@rst assembled No
a list of SSL-capable sezvs and then periodically
probed each seev to determine whether or not it had Supports | No Disabled
deplosed the ®x, as well as what kind of ®x (disabling SsSLv2 [ T ssLv?
SSLv2, patch, or upgrade) had been dggdo

. Yes
4.1 Assembling the Corpus
It was ®rst necessary to obtain agkatist of SSL-capa- No

Vulnerable——» Pached

ble serers. Although a number of #frent types of
seners run SSL, we restricted oursedvto HTTPS
(Web) serers because thiere by far the most common

. " . Yes
and the easiest to ®nd In addition, using only HTTPS
seners allavs us to hee a nore homogeneous sample
and thus to dmsa tighter conclusions, at least for this Nothing

limited domain.

Fdlowing the method of Murray [16] weubt our
list using a search engine.ewwandomly selected a list
of 10,000 vords from FreeBSB'
/usr/share/dict/words ®le and then queried 3. n=2

Figure 4Determining what the administrator has done




Advertised Version The ®rst two ®elds are ®rd length simply a message

mod_SSL and its desitives alvertise the OpenSSL type folloved by the cipher suite that the client has cho-
version in the HTTPServer:  header line. It is there- S€N- The rest of the message consists otim key
fore quite easy to determine wharsion of mod_SsL  (used in &port mode), thencrypted key, ‘th'Ch IS Sim-
has been lind to the serr. Thus, we can simply con- PIy @ random &lue encrypted in the s&ms public key,
nect to the HTTPS sesv and issue #IEADrequest. and thekey arg, which is used as the block cipher. I

The serer responds with an HTTP header containingN€ CLIENT-MASTER-KEY message, the lengths of each
theServer: ®eld and hence the answer we desire:  ®¢€ld is speci®ed ®rst, follwed by the concatenatedlv

ues of all three ®elds. Thus, the last bytes of the mes-
sage are thealue of the ky-arg ®eld.

The source of the problem is that theykag is a
®xed-length bffer in the OpenSSlsession struc-
ture. All of the block ciphers speci®ed in SSLvA/&a
SSLv2 Support 64-bit block sizes and therefore the maximum size of
the ley ag is 8 bytes. When th€LIENT-MASTER-KEY
message is read in by the function
get_client_master_key() , this length is neer
checled and therefore arver-long key ag can overrun
the huffer and cause a heapep ow. Snce OpenSSL
uses function pointersxeensiely, a heap @er ow is
easy to gploit. The ®x for the problem is simply to
check the lengthalue of the ky ag prior to copying it
into the luffer, as hown in the code in Figure 5.

Server: Apache/1.3.26 (Unix) mod_ssl/2.8.10 OpenSSL/0.9.6

Determining whether the sew supports SSLv2 is
equally easyWe dmply con®gure our client to &dr
only SSLv2 and then attempt to handshatith the
sener. A success means that the sargupports SSLv2.
A failure means it does not.

Detecting Vulnerable Servers

The patches praded by the OpenSSL project do not

change the ersion numberAs a ®nsequence, We Can- nasp,; s->session->key_arg_length=i;

not simply eamine at the adrtised ersion NUMDEr iN  jfs.>session->key_arg_length > SSL_MAX_KEY_ARG_LENGTH)

order to determine whether or not yhéave been {

applied. Havever, due to the nature of the SSLv2 prob- SSLer(SSL_F_GET_CLIENT_MASTER_KEY,

lem, it's dill relatively straightforvard to determine SSL_R_KEY_ARG_TOO_LONG):

whether or not a seev is vulnerable and therefore by return -1:

excluding serers which adertise a neer version num- }

ber identify whether or not a\@n server has been

patched.4 ) ]
The message used tapdoit the OpenSSL SSLv2 Figure 5Length check in OpenSSL 0.9.6e

problem is theCLIENT-MASTER-KEY message, which

has the syntax:

It's possible to determine whether OpenSSL has
been patched by generatingCalENT-MASTER-KEY
which is one octet too long. $t'easy to see that in a
patched ersion, this &lls afoul of the length check
shavn in Figure 5. The result is a handshaaior.

In an unpatched ersion of OpenSSL, the serv
overruns thekey arg with whatever the etra byte is.
However, as we hall nov show, this overrun is harm-
less.

Once the werrun has occurred there arewnowo
pieces of incorrect data:

char MSG-CLIENT-MASTER-KEY

char CIPHER-KINDI[3]

char CLEAR-KEY-LENGTH-MSB

char CLEAR-KEY-LENGTH-LSB

char ENCRYPTED-KEY-LENGTH-MSB
char ENCRYPTED-KEY-LENGTH-LSB
char KEY-ARG-LENGTH-MSB

char KEY-ARG-LENGTH-LSB

char CLEAR-KEY-DATA[MSB<<8|LSB]
char ENCRYPTED-KEY-DATA[MSB<<8|LSB] 1. The n&t ®eld in thesession structure is na
char KEY-ARG-DATA[MSB<<8|LSB] damaged.

2. Thekey_arg_length is 9 instead of 8
Fortuitously, both of these changes are harmless.

4. A similar technique ws described by wimer [17] Assuming normal structure ordering thexn®eld in the
while this paper was in production.Weimer appears to session  structure is themaster_key length

have cevdoped his technique based on analysis of the (With sparse ®eld Iayout theverrun may damage
Slapper vorm.

empty data). This ®eld is set at the end of



get_client_master_key() and is not used else- We sample four times daily at 6 hour intafs. W\
where in the function and so the damage goes unnaest \ersion adertisement and SSLv2 support four
ticed. times a dayat 6:00 AM, noon, 6:00 PM, and midnight
The key_arg_length ®eld is n@er used else- Pei®c. Because the patch detection creates a noticeable
where in OpenSSL. As each encryption algorithmsignature on the tget serer, which often anngs
knows its avn block size, thekey arg buffer is  administrators, we test only twice a day 6:00 AM
passed directly into the encryption routines as an I\and 6:00 PM. In a number of cases weetcountered
without a length attached. As a result, all thegitkg  network or other problems during testing, in which case
material remains the same and the handshakpletes we've mllected data as soon as possible therediter
successfullylt's therefore easy to detect an unpatchechourly variance in performance is small enough that we
OpenSSL seer by simply using anverlong key ag  believe tis does not seriouslyfatt the data.
and checking to see if the handshaimpletes.

5 Results
4.3 Differentiating Fixed Versions This section describes the data collected during the four

Although the OpenSSL team did not distitid patches weeks follaving the original announcement.

for the DoS vulnerabilities, a number afndors appear

to have tbne so. If the ®&s introduced with 0.9.6g had

been restricted to ®xing the DoS vulnerabjliywould 5.1 Baseline

not have been possible to probe for these updates withy, our ®rst complete sample, &k at July 30, 16:43
out damaging _the sers in question. Heever, the GMT, our sample sheed eidence of the depjonent
updates also slightly modi®ed the beioa of the serer ¢ 14 separateersions of OpenSSL. Thest majority

to the vulnerability probe described in Section 4.2. Fig-of these ersions were from the stable 0.9.6 branch.
ure 6 shws the @erlong key-arg test found in 0.9.6g. Figure 7 shass the distrittion.

n2s(p,i); s->session->key_arg_length=i;

if(s->session->key_arg_length > SSL_MAX_KEY_ARG_LENGTH) 09 1C
{ 0.9.2b
ssl2_return_error(s,SSL2_PE_UNDEFINED_ERROR); 0.9.3a
SSLerr(SSL_F_GET_CLIENT_MASTER_KEY, SSL_R_KEY_ARG_TOO_LONG); 0.94
return -1; 095
) 0.9.5a
0.9.6 |
0.9.6a
Figure 6New key ag length check 0.9.6b |
0.9.6¢
. 0.9.6d |
Note the call tessl2_return_error() . This gen- 0.9.7-betal
erates an SSLv2 error message on the wire, whereas thgg 7-peta

previous check merely closed the connection. It is
therefore possible to detect thevest round of ®=zs by Figure 7Version distritution at lug discoery
the presence of this message.

Note that ersion 0.9.6d as not the most populaewv
sion at lig discwery time.
4.4 Sampling Procedure

The primary verk of sampling is done by twpro- . .
grams, id-client and hstest . id-client 5.2 Propagation of Fixes
attempts thédEADrequest described in Section 4.2 and
hstest simply attempts a handstekend records
whether it succeeds oaifs. For historical reasons, both
version detection and SSLv2 testing are done with
client and patch detection is done witistest
SSLv2 testing could be done just as well vittest

The ®rst question we ant to ask is: he fast do admin-
istrators act to close security holes? Since we directly
measure the vulnerability of avgh server, this ques-
tion is easy to answeas shown in Figure 8. Figure 8
shaws the percentage of serg in our sample each day
that were vulnerable.



Vblbnerable % and (ime, hosts,), the normalized rate of changeep
”””””””””” V=A%Xp(- B’*’t) C T that period is gien by:

ggL I%:::_ 3%;:6% j q hosts _ hosts, - hosts,
85L ° I =06 ! dt  (time, - time, xhosts,
80;% Tos0 o 4 Because our samples ange024 periods, we ne have
75+ oo 7 the normalized daily rate of change. Samples arentak
70+ . oo 1 at 6:00 AM Rici®c and so we arbitrarily assign the rate
65} R R N - of change between day and dayX +1 to day X. This
60‘ ,,,,,,,,,,,, J [ [ ool i i i
5 é i0 15 50 55 §O produces some distortion because the assigned days do

not exactly match days in North Americaytbof course
this would be true of andividing line we chose. Real-
Figure 8Vulnerable serers as a function of time istically, not much happens in North America before
9:00 AM Eastern so this diing line produces a rela-
tively accurate picture of what happens each Adter-
nately one can think of days as being measured in a
time zone somehere in the middle of theaki®c. The
result is shavn in Figure 9 as a scatter plot. Since the
results span manweeks there are a g number of
points corresponding to each day of the week. The hori-
zontal line shars the &erage rate of change for each

time (days)

The olvious model for this data is arpmonential decay
cune. We have  ®tted this data to
vulnerable = Ae® +C, producing the cure shown in
Figure 8. Installation of security @s is heuaily front-
loaded. A ery lage number of people upgraded imme-
diately with 16% of the sample population installed
®xes within the ®rst day and 20% within the ®rst week

However, dter that time, deplgment rapidly &lls of day
with the deplgment cure going almost totally at rate of change
after two weeks. 88 ,,,,,,,,,,,,,,,,,,,,,,,,,,, e ]

As shavn in Figure 8, roughly2/3 of the users 0.0617
who were going to install &s had done so within tw 0.05:
weeks. This suggests that the population is strongly 0.04-

&
L4

O X

bimodal, with roughly 35% of the population closely 03+ ° ¢ K
monitoring security updates and upgrading immediately 02‘ ¢ o g |
and the remaining 60% taking no action of &md. 0.01& ¢ 3 o s . z
Note that Figure 8 shs three big jumps, on days 0¢ ¢ o 8 g ° 3
0-1, days 6-7, and days 12-13. The @rst jump is a gen- Oli 777777 C D S - Bt
uine mass upgradevent but the second tw jumps are M T W R F S
artifacts, reecting depyment by tvo lamge hosting day of week
providers, SecureSites on August 7/8 andri® on Figure 9Daily rates of change

August 12/13.

Figure 8 slightly @erestimates the number of
patches that were applied, since only sesvwhich
answered and were vulnerable were countedveder,
this efect is slightSduring the measurement period no
more than 35 seers were unzilable at agy given
time.

As Figure 9 shws, qualitatvely more upgrading hap-
pens during the North Americanovkweek than on the
weelends. There is probably soméeet here from the
release time of the advisoriesu@sday morning and
Friday morning), because weowld epect the ®rst day
or two aterwards to be especially asti Howeve, the
general trend of all the data points is higher during the
week than on the weekd. Note that this is a qualita-
5.3 Day-by-day results tive result only

With the eception of the tw mass upgrades men-
It's matural to vonder whether administrators are moretioned in Section 5.2, there does not appear to pe an
likely to upgrade on one day than anatlterorder to  sjgni®cant diference in the amount of upgrading that
explore this, we ®rst need to control for thee@ll  happens during the North American daytime and the
upgrading trendline, which is axgonential. In order North American eening. Havever, it's possible that
to do so, we takthe daily rate of change in vulnerable oyr measurements are not semsitnough to distin-

hosts as a percentage of the number of vulnerable hostgish eening from morning due to the sampling fre-
So, for instance, if we va wo samples {ime,hosts;)  queng and times.



5.4 Who upgrades? Analysis bears out this qualitegi sssessment. Fig-
ure 11 shws the results of a logisticgeession [19, 20]
Fina”y, let's consider the question of which class of predicting the occurrence of upgrading_ Th@'ana-
users choose to depld®xes. This question is not of tory variables are the initialersions of OpenSSL and
completely academic interest. Itowld be comenient  Apache, with the Apacheevsion being a dichotomous
for vendors (if not altogether to the public good) if variable of either up to date (post the chedkuffer

some readily identi®able group of users dgptband oveow) or old. The rgression s performed with R
the rest did not, since theould then either ignore or [21] using the Design [22] library

cater to speci®c genents. (This information euld be

useful to attackrs as well, one supposes.) Coefdcient Meaning
In this section, we consider a number of potentiale: OpenSSL 0.9.6x (x<d)
predictors of administrator response. In general, we: OpensSSsL 0.9.6d
might expect that a seer which is actiely maintained s Apache Current
would be more likly to be updated in response to secu-cs OpenSSL 0.9.6x (x<d) * Apache Current
rity problems. V& therefore consider a number of mea- cs OpenSSL 0.9.6d * Apache Current

sures of hay actively maintained the seer is, including
whether softare \ersions were up to date, whether it is Variable ~ Coe®- Standard ~ Z Pvalue Odds  95%Cl

hosted by a hosted service yider (HSP)Swhich pre- cient  Error Ratio
sumably maintains it more aetlySand a number of  intercept  -1.52 0.217 -7.03 - - -
metrics of hav "live" the web site is. Wdso wantedto ¢, 0.335 0261 1.29  0.199 140 0.839-2.33
assess the feict of TLD (reported to be relent by o, 1.52 0.740 206 0040 458 1.07-195
[18].) cs -0.782 0567 -1.38  0.168 0.458 0.151-1.39
ca 1.82 0.602 302 0003 6.4  1.89-20.0
0.9.1c cs 1.54 0.925 167 0.096 4.67 0.762-28.6
0.9.2b
0.9.3a Figure 11 Logistic regression model for updating befiar
0.9.4
0.9.5 | As expected, we see that initiabksion is a signi®cant
%99.56a | p_redictor of updating bekier. Servers which were run-
O.Q.Ga | ning 0.9.6d when theug was released were moredil
0.9.6b | (odds ratio=4.58; P=0.04; 95% Cl= 1.07-19.5yard-
0.9.5¢ | less of what Apacheevsion thg were running. Ha-
0.9.6d | eva, the Apache grsion is a signi®cant fefct modi®er
when the initial OpenSSLevsion is 0.9.6x (x<d),ven
Figure 10 Fix deployment by original ersion though Apache ersion by itself is not signi®cant. &V

interpret this result as folles: The latest Apacheew

sions contain ®&s for a remotely xploitable hole for

which eploits [2] were circulating. Thus, Apacher
Version Effects sion is a discriminator between people who just happen
to be up to date and people who are consciously
remaining up to date on security &x(in this case for
Apache)

The intuitively obvious predictor of whether users will
apply ®es is whether theadready are up to date. Fig-
ure 10 shws the percentage of serg initially running
each ersion who applied ®s to their seers by the . .
end of the initial 28-day winda With the exception of Hosting Services
seners initially running ersion 0.9.5, we see a rela- Unfortunately the results obtained in the pieus sec-
tively consistent pattern: sesxs which were initially tion are not entirely adequate. The problem is that the
are ®ed at the highest rate (70%). San which are samples are not truly independent, sincaiarfumber
running other 0.9.6ersions are at a rate of about of the sites in question are operated bydahosting
30-40%. Less than 10% of serg 0.9.5 and 0.9.4av- service proiders. In general, we auld epect all the
ants were ®&d, and no seers running ersions < 0.9.4 machines operated by avgn provider or administrator
were ®ed. The verrepresentation of running 0.9.5 is ato be upgraded simultaneousiggadless of what soft-
sampling artifctS WHOIS lookups on the relent IPs ~ ware \ersions thg were running. Disogering the oper
shaw all the serers to be operated by Cybete, so  ator of aly given server would require contacting each
their results are not independent. administrator and asking rehadly detailed questions.
We mnsidered this prohibite.



Instead, we used WHOIS [23] net blocks as athe serer is operated by an HSRee achieved good ®ts
proxy. We @rst interrogited the ARIN database. In (P=.74) @en when the breakpointag set as high as 15
cases where ARIN reported that the net blocksw seners in a net block.
administered by a dirent reistry such as APNIC or

RIPE we then interraged that rgistry's database. & Variable  Coefe-  Standard Z Pualie Odds  95%Cl

considered that greervers which belonged to the same clent  Emor Ratio
net block were operated by the samevjufer. Intercept  -2.40 0.325 -7.38

This assignment is necessarily sevhat rough. 104 0350 296 0003 282 142560
First, some praiders do not report net blocks which are “2 149 0445 335 0001 4.44 186-10.6
assigned to customers as ggted. The result will be ¢ 0.873 0.244 357 0000 239 148-3.86

that some hosts which are actually operated bgréifit | osmere cessie @st: P=.56
administrators will appear to be operated by the same  Figure 13 Updating behior of independent seevs
provider. Second, some lge ISPs (e.g. &io) own

muItl_pI_e_ net blocks with dierent names, perr_\aps due to By contrast, attempts to ®t the bela of HSP-hosted
acquisitions. W made no attempt to determine whether

.seners (with either breakpoint 1 or 15) were unsuccess-

the mac_hines in these t.)IOCkS were separately adminlﬁ-“ for three reasons. First, since HSPs were compara-
tered. Finally some praiders praide both managed tively responsre, theres less wariation to account for

and unmanaged service, in which case some machines .
. . and what was seen asnt consistent across thadtors
in a managedakility may actually be operated by a

under studyas shown in the contingenctable in Fig-
customer : . : ure 14. Second, the number of hosts in this stratas w
Nevertheless, there is quite a noticeabléeef of '

HSP size on updating befiar. Figure 12 shws the somehat maller (n=373). As a consequence of these tw

. o factors, there were a number of empty cells in the con-
vulnerability percentage for some somat arbitrarily .. . ; ; ;

) . tingeny table, leading to misleadingly high c@ef
chosen interals of HSP sizes.

cients. Finally a dngle HSP (Alabanza) afled to

HSP Size (Hosts) % Vulnerable # Hosts respond at all by day 27.&\éonclude that the primary
1.4 071 673 source of inteHSP \ariation is somedctor which is
5.15 050 26 not tightly related to depj@d softvare \ersion.
15-30 0.33 69 OpenSSL Status
30-100 (\erio) 0.15 69
Apache Status Downrev  0.9.6x (x<d) 0.9.6d

Note: only hosts for which dataas aailable at day 27 are listed here. Downrev 61 71 5

Figure 12 Upgrading by HSP size Up-to-date 1 a1 18

. Figure 14 HSP vulnerability by Apache and OpenSS&irsion
We dtempted to directly account for thefexft of HSP

size via logistic rgression bt were not able to achie

good ®ts. Reduced models did novlaatisfactory ®t

statistics and the saturated model produces absurd cogfre Effect of TLD

®cients due to a number of empty cells. These problems L

suggest that HSPs bateagough diferently from ordi- Moore et. al. [18]_ report t_hat_TLDam a signi®cant pre-
nary administrators that é'worth treating them sepa- dictor of upgrading befwor in response to the Code

rately. Accordingly we performed a ne analysis with Red worm. In order to test for this fett we took our
only the "independent" hostsBthose WHISPSIZE = 1 day-27 results and ®ltered out all senw corresponding

(n=518). This yields anxeellent ®t, as shen in Figure to TLDs with n<10. The remaining TLDs were: .au, -€a,

13 .com, .de, .edu, .gp .net, .og., and .uk) The chi-
With the efect of HSPs remad, we nov see that sqyared test pumles no widence of this déct

all three predictors are signi®cant. In othesrds, ha- (¢ = 2.665:df=7; p=0.914). Hwever, the sample size

ing up to date or\en modestly recent ersion of in that_ study s lager and therefore may V& nore

OpenSSL and Apacheas a signi®cant predictor that '€SCIVing paver.

the serer will be updated to ®x thisug. Note that we

do not shw interaction terms between OpenSSL and

Apache ‘ersions in this ®t. Liklihood Ratio testing SCMe Other Irrelevant Factors

indicated that those terms did not signi®cantly inwpro In the search for other predictors, we alsangined a

the quality of the ®t. The results st in Figure 13 are number of &ctors. These included:

quite rolust with rgard to our classi®cation of whether



Certi®cate status élid, self-signed, etc.) B as a might have dosen to protect himself when only the
predictor of whether the siteas "real" or not. patches were vailable. Our data is not ®ne-grained

Website "last-modi®ed date" (onlyvalable for enough to test thisypothesis. The second possible
418 sites) D as a predictor of whether the sissw Cause is that administrators were in a hurry to dealo

being actiely maintained. stopgap ®x and that patches were easier to deplo
because thewere less disrupte.

This hypothesis is sonwghat borne out by the data
between days 12 and 15 in which the number ofd®x
seners upgraded segvs increased while the number of
5.5 Upgrade or Patch? patched serrs declined. What happened here is that a

number of administrators ®rst deped patches and
Downrev versions are a perrenial source ofifilty for  later upgraded to 0.9.6e.
software endors. Egn for \endors, such, as OpenSSL, In order to study this issue, weadg kuilt a logistic
who do not ma& money off of upgrades, a substantial model for the patch/upgrade choice (using Upgrade as
amount of time is spent praling support for olderar-  the aent of interest). As before, we ®rst strati®ed the
sions. Accordinglyvendors wuld very much lile users  data onlSPSIZE = 1. This allaved us to obtain an ade-
to upgrade. Users, naturallgsist upgrading because it quate ®t for independent serg, which is shen in
is disruptve. Upgrading to ®x this kind of security Figure 16. Note that the model here does not include an
problem, which is inherently aevy small change to the interaction between the OpenSSersion and Apache
code, is especially painful if it requires installing a com-version since an adequate ®asvobtained without that
pletely nev version with the attendant problems of term.
interface instability and mebugs.

Since the OpenSSL team released both patches aagnt: upgrade
a rew \ersion, an olous question to ask is: did users
primarily patch their @isting code or did theprimarily
install a nev version? Figure 15 s the installation

of both patches and upgrades during the period undéyercept -0.250 0.650 -0.38
study e 128 0698 -1.84 0066 0278 0.071-1.09

[ -0.166 0.818 -0.20 0.839 0.847 0.171-4.21
c3 1.26 0.484 261 0.009 3.53 1.37-9.13

Neither faictor shaved aty signi®cant predictie value.

Variable  Coef®- Standard Z Pvalue Odds 95% CI
cient Error Ratio

Hosmerle Cessie &st: P=0.92
Figure 16 Logistic regression model for upgrade/patch decision

The results here are reladly easy to interpret. users
who are up to date on Apache are morelikto
upgrade than apply patches. OpenS8tsion is not a
signi®cant predictorlt's rot clear wly Apache ersion
would be an important predictor when OpenSS&ir- v
sion is not. One possibility is that some subset of users
respond to security problems by upgrading to the latest
version. That subset ould obviously hare wp to date
Figure 15 Propagtion of upgrades and patches versions of Apache and thenowld subsequently
upgrade their OpenSSLessions in response to a vul-
nerability One test of this ypothesis wuld be to mea-
sure the ersions of other softare deplged on the
machines in our sample.

We @n see a similar situatiowith HSPs. Of the
193 serers with HSPSZE > 1 that responded to this

time (days)

As Figure 15 shas, patching and upgrading are about
equally popularThis isnt surprising since, as described
in Section 3.4, a lge number of endors shipped
patches to the OpenSSlergions thg already shipped

rather than upgrades to 0.9.6e. vulnerability, 113 (58%) upgraded to wer \ersions of

The data shaen in Figure 16 shaes three additional OpenSSL. There were too tv cells to perform
interesting features. First, in the day immediately after b ' yaempty b

the announcement,astly more users chose to patch an adequate logistic ®tub Figure 17 tells the story
than upgrade. ¥/ uspect tw causes for this bekir. 5. In addition, we were unable to ®t the saturated model

First, the patches were released an hour oreavlier  because there were no senwwith (OpenSSL 0.9.6d and

than the 0.9.6e and so a really diligent administratof‘Pache danrev).




clearly enough. Qualitatgly, servers with devnrev ver-  with some DoS vulnerabilities. The @x for these vul-
sions of Apache were more dily to be running den-  nerabilities were depled in \ersion 0.9.6g9. Hoever,
rev versions of OpenSSL and moredii to patch. deployment of \ersion 0.9.69 &s spottyAt day 27, the
Seners with upre versions of Apache were moredly  end of the sumy period, less than 5% of the sers

to be running OpenSSL 0.9.6 and moreeljk to  studied were @rsion 0.9.6g. At the end of the study
upgrade. Seers running OpenSSL 0.9.6d were moreperiod, 173 (19%) of the sexms were 0.9.6g and 121
likely to upgrade. There is no reason to doubt the ob (14%) were 0.9.6e. It is not completely cleamywhis is
ous interpretation herebdt'vastly easier to upgrade if the case, Wt there were ligly several contrituting fac-
you're already more or less up to date. tors:

Apache Downre/ Up-to-date - The announcementag not as widely disseminated
as the original announcement.

OpenSSL  Downrev 0.9.6x 0.9.6d Downrev 0.9.6x 0.9.6d

(x<d) (x<d) - The problems were not as serious (DoS only).
Pached 19 21 0 0 3 9 - Not all vendors released updates for the problems
Upgraded 0 2 4 0 22 55 discovered in the ®rst round of patches.
Figure 17 Upgrade/patch decision for HSPs In general, it appears that users who upgraded to 0.9.6e

did not upgrade ain to 0.9.6g.

5.6 SSLv2 Not Disabled 5.8 Response to Worm Announcement

Note that we hae rot discussed hosts which disabled The announcement of the Slappesrm initiated a ne
SSLv2. At no time during the selected period did morgound of upgrades and patches. Figure 18vshthe
than 10 serers which supported SSLv3 disable SSLv2data for the ®rst tew weeks after the announcement of
and only 5 consistently appeared todabne so. It  the worm. As before, we hve @itted the data to arxpo-
quite possible that the remainder of hosts whichnential ¢* =.99).

appeared to k& dsabled SSLv2 were merely
attributable to measurement error

This i . . . gglnerable%

is is a surprising result since this countermeasure 60 ------ B e s R s s 1
is extremely easy to depjoand completely remeed the L s V=A exp(—E £)2+8% |
vulnerability, intuitively one would expect administra- 5 C e B= 008"
tors looking for a stopp to emply it ®rst and only 50L iR 9\223391%
later upgrade. Hmever, essentially no administrators | o 1
did so. This could result from a number of causes, b 45+ RS >
we belizve tat the most likly one is simply that °00
administrators didi' understand that it as aailable. 40~ IARE 7
Although the original advisory mentioned that only 35L 777777 L L L L Yoo,
SSLv2-capable systems were vulnerable, gelarum- 0 5 10 15 20 25 30
ber (90+ %) of the endor advisories did not. Mores, days

as described in Section 2.2, therasvwidespread con-
fusion about the scope of the problemere anong
security eperts who had read the original advisory
Therefore, it seems li#ty that administrators may sim- This second round of updates actually requires some
ply have kelieved that ®xing their implementationas  explanation. Wl do people who didrt' upgrade the
their only option. V& have no way of directly testing ®rst time upgrade when theown was announced? One
this hypothesis with our current data set.wtwer, if a  possibility is simply that some administrators had not
similar vulnerability arises with an immediate heard of the originally. Hovever, snce the vorm was
workaround lit no ® we could xamine hav mary  announced through the same channels, this doesn’
users apply the erkaround. seem lilely to account for the entire tbfence. A more
likely explanation is that administratorsvgaeplicitly

or implicitly adopted a stragyy of only upgrading when

an «ploit is available, rather than merely when agois

As described in Section 2.3, the rush to dgfaes for ~@nnounced. As Beattie et al. [24] point outs diten
the initial round of higs resulted in an incomplete ®x Undesirable to update immediatence patches are

Figure 18 Upgrading after Slapper announcement

5.7 Deployment of Version 0.9.6g



“awed. Waiting until an &ploit has been released there- could potentially be found byxamining other softare
fore seems lik a easonabRwait-and-see attitude. present on the systems in this sample.

In order to study this, weuidt a logistic rgression Finally, we turn to the behador of HSPs subse-
model. As before, we focussed on independent sites byuent to the release of theomn. As mentioned pwe
removing all sites from net blocks containing more thanously, HSPs were in generakxy responsie © the ini-
one host. The results are shoin Figure 19. Note that tial disclosure of thisdg. The single HSP that did not
the ®t here is not particularly good, aswhdy the lov  respond at all to the initial disclosure (Alabanza)
P value (P = .13). Hwever, the saturated model does responded completely upon release of tleemv This
not have a gni®cantly better log liklihood (P > .10) single HSP has a Ige efect on our estimates of which
and none of the interaction terms are signi®cantvHo variables are signi®cant. Miout Alabanza included in
evea, as before, we ®nd that the ®t parameters are stabthe ®t, the results are qualitzdly similar to those
when we adjust the strati®cation point. &cf, if we use shavn in Figure 20. Wh Alabanza included in the ®t,
15 as our cutdf the parameters are qualitedy similar  OpenSSL ersion is no longer signi®cant independently
but the ®t is &r better (P = .94). but acts as a rgtive dfect modi®er for Apacheer-

sion. Since Apacheevsion remains a strong predigtor

Variable  Coef®- Standard Z Pvalue Odds 95% CI .
’ we hare good reason to conclude that it is xelet, but

clent  Emor Ratio we are unable to dra®rm conclusions about thefet
Intercept  -1.358 0.256 -5.31 of OpenSSL grsion.
1 0.647 0296 218 0029 193 1.07-345
¢ 0.261 0.484 0539 0590 1.30 0.502-3.36
c3 0.897 0.270 3.32 0.001 245 1.44-4.16

6  Policy Implications

Hosmerle Cessie &st: P=.13
Figure 19 Logistic regression model for postawm updating  Since this paper reports on a single disclosueatewe
should be vary of draving ®m conclusions. Nerthe-

As Figure 19 shes, OpenSSL 0.9.6x (x<d) is a signi®- less, if we tak this event as representa®, administra-
cant tut small predictor for post-erm response (odds tor behaior in this case suggests some appropriate
ratio=2.00; P = 0.029; 95% CI=1.07-3.41). Apache upmethods for managing future vulnerabilities.

to-date status is a sowleat better predictor (odds

ratio=2.45; P=0.000; 95% Cl=1.44-4.16). Notewho

eve, that OpenSSL 0.9.6d is not a signi®cant predictorg 1 Timing of Disclosure

We interpret this result as folles: ary administrator

who was staying up to date on OpenSSL updated wheas we sav in Section 5.2, the depjaent of ®es is
the lug was announced. The remaining administratorssery strongly frontloaded. In both rounds of upgrading,
respond to xploitable tugs. Since Apache status is anearly all of the administrators whoveatually ®xed
signal for whether or not administrators respond to pubtheir serers had done so within owweeks of the
lic exploits, it therefore is aaltor in predicting whether announcement of the vulnerabilitfoweve, a sibstan-

or not administrators will upgrade after release of thaial fraction of those administrators did not upgrade

waorm. within the ®rst week. These bwesults hae implica-
The implication of this analysis is that there aretions for the timing of bg disclosure.
three roughly equals-sized classes of users.

Users who respond immediately upon the release

of security holes. Delayed Full Disclosure
Users who respond whempsoits for holes start to  Until recently it used to be quite common fandors
circulate. and coordination centers to pide a limited advisory

that described the nature of the vulnerability in general
terms and noti®ed users of theaidability of a ®x. In
In order to con®rm this ypothesis, one vuld need to  some cases the vulnerabilityass neer fully disclosed.
do a horizontal study of updating befw for a wide | gthers, the endors wuld wait a "decent inteal" to

number of independent packages witriation in the  zjjow users to upgrade. &/ae nav in a position to
known types of security va A (non-random) sample  5ssess this practice.

6. Notethat Beattie et al. suggest that applying patches S'r_]ce ma’fl' User's neer upgrade we can_easny see
either 10 or 30 days after release produces the optimal that it is neer "safe" to release all the details of a vul-
shaleout/vulnerability tradeéf Our data doest’show nerability There will alvays be a lage number of users
ary sign that users bela tis way, howeve. who remain vulnerable at ygiven time. Hovever, it is

Users who do not respond at all.



similarly clear that a long delay between limited disclo-0.9.6g been released instead of 0.9.6e the DoS problems
sure and full disclosure s&aw no useful purpose. Since would be ®ed as well. The rush to release 0.9.6e is
essentially all users who are going to upgrade do smore than understandable inwief the seriousness of
quickly, full disclosure should ta&k pdace within a the hugs. Neertheless, the resultag not quite optimal.
month or not at all. Note, havever, that users who upgraded after therm

We take mo position on the relate merits of full ~was announced naturally installed 0.9.6g. The impor
disclosure ersus limited disclosure in generakcept tant lesson here is that usersda Imited appetite for
to note the obious fact that full disclosure necessarily security ®es and that endors who wish to deplcall
leaves a lhrge number of users vulnerable. On the othetheir ®xes should ensure that their ®rstg®x release
hand, it is often gued that full disclosure encourages includes them all.
users to upgrade, which is no doubt a good thing.
Whether full disclosure has bene®ts that outweight
these costs is not a matter for discussion herei-Ob
ously this tension is dr wealer in the case of Open

Source_so_ft\ﬂre, sin_ce the deglment of_ patches The impact of Wb serer compromise is atiously
almost ineitably provides enough information for an qyite substantial. Aside from the high probability that
attacler to discoer the nature of the vulnerability the attackr will leverage the compromised semvinto
administrator psileges, mere control of the serv
itself is dangerous. The attagkcan wandalize the site,
As we s& in Section 5.2, the users who are going toor, worse yet, receer the serer's private key. The lack
upgrade areery quick to do so. As a consequence, dis-of reasonable m®cation mechanisms means that pri-
closing vulnerabilities before @s are wailable results vate key cmmpromise is catastrophically bad for the site
in a very high maginal cost to those users, since thosein question, since it generally alls the attachr to
users are vulnerable for the period between announceecrypt ag connections which he can shifsing that
ment and release of the patchb whereas if disclosuréey, using a tool such as ssldump [25] Thevae key
were withheld the would not be. The rigigible use of is generally stored in the clear in the sl memory
non-®x countermeasures seen in Section 5.6 suggestsd so receering the prvate key ance the semr is
that the mailability of workarounds does not reduce this comprompised is wial and does not require achieg
mauginal cost. If at all possible,emdors should be root access.

given time to deelop and deplg ®xes. One common question that people seem i@ lim
whether the residually vulnerable sers may not sim-
ply be defunct selrs. This does not seem to be the
case. Although we lva ot done a thorough suey, the

Obviously, vendors weuld prefer to minimize the num- list of vulnerable semrs as of this writing includes a
ber of \ersions the support. In the best case, all users "UMber of “prestige” sites, including Wersities, ge-
would upgrade to the latesession. Een if this is not €mment agencies, and well ko ISPs. One interest-
possible, it vould be desirable to issue patches only fofNd aenue of Ee_searckloml_d be to correlate blind user
the most recentersions. Unfortunatelyes we saw in  ratings of site "veness" aginst vulnerability _
Section 5.5, a substantial fraction of users across all EVen if the vulnerable sites were defunct, this
versions preferred patches to upgrading W't have would still be a security problem for the rest of the net-
enough data to determine whether or not those usel¥0rk, because compromised machines can be used as
would have pgraded were patches notitable, but it~ @n attack_platfor_m. Recal_l that the S_Iap_pemrw does _
seems likly that mag would not hae. By contrast, the ©@ctly this, turning the victim machine into a zombie
vaue of deising and deplging workarounds seems for mounting DDoS attacks. Thusgsitritical for every-
quite minimal, gven that essentially no users chose to©®N€ for vulnerable machines to be e&ix This risk is

deplay even the most minimal form of wrkaround. particularly great, since, as st in 5.4, independently
operated seers are less lddy to upgrade, and such

o ) ) seners are the most d@tult for victim sites to hae
6.3 Getit Right the First Time shut devn. Potential measures along these linesild/

. . . ._be for ISPs to ®lter un-patched sers. Dick [26] sug-
It is universally agreed that OpenSSL 0.9.69 is superior

0.9 66 Nearthol dav 27 desto £0.0.6 gests a cherer though perhaps more @itult option,
t0 0.9.6e. Neertheless, at day 27, dey _ento 29€ \which is for sites likly to be vulnerable to DDoS to
was vastly greater than 0.9.6e for the simple reason thaBay other sites to upgrade
0.9.6e got there ®rst and setithe most pressing secu- '

rity problem: the remoteuffer over ow. Howeve, had

6.4 The Impact of Vulnerable Servers

Disclosure Before Fixes Are Available

6.2 What Fixes to Develop



6.5 Understanding HSP Policy we do not beliee that this has an appreciabldeet on

our data.
As we hae wen, serers operated by HSPs generally  The second sort of outage is more troubling, since
are more respona han independent sews. Havever,  there is no reason to beltat unaailability of hosts
we have dso seen that all HSPs are equally resp@nsi s independent of other properties. wtwer, snce no
Accordingly, users who care about security shouldmgore than 6% of hosts became vailable during the
investigate their HSF upgrading poliy and (if appro-  sample period, the bias is reletiy small compared to
priate) insist that the HSP pride response guarantees. the size of the &cts wete measuring.

7  Sources of Error 7.3 Measurement Error

In ary survey d this type, there are a number of poten-Remote probing is subject toveeal forms of measure-
tial source of errorThis section describes the kmo  ment error:

sources of error and attempts to assess theritse Fdse \ersion numbers

Load balancing.

7.1 Availability Bias - Acceleration

Our sampling procedure is not guaranteed e ¢

completely random sample. In particylarfavars sites ~ False version numbers

which adwertise in Google. This creates dvknovn It's possible, though incaenient, to modify ones

sorts of bias: OpenSSL to adartise a difierent \ersion numberThus,
Bias aginst priate sites which do not adutise. one could (for instance) aeitise OpenSSL 0.9.6e

while actually running OpenSSL 0.9.6d.eWb not

believe that this is widely done. Amone with the gper

These forms of bias act in OppOSition. The ®rst el|m|'t|se to mak uch modi®cations could quite eas"y app'y
nates some small sites which are unreachable via linkatches.

One might lpothesize that such sites are less well

maintained and therefore lessdi% to respond to secu-

rity vulnerabilities. The second form of bias eliminates| pad Balancing
sites which one mightypothesize were well managed
and therefore more ldty to respond. The current data
do not allav us to evaluate the gtent of either form of @xed and the other is not. In this case, we will get

bias. inconsistent results depending on the load balamcer

The etent to which this sort of sampling bias in"u- . - =
. _our tests, about 10 machines had repeated ip- ops
ences our results depends on what sort of conclusions

. . . Pbetween ®rd and un®zd.
you wish to dra. If one wishes to dra conclusions
about the probability that a web site one accesses will
have keen compromised, this form of sampling is good. . .

. . ‘Accelerating Proxies

If one wishes to estimate the percentage of potential _
"zombie" machineswailable for DDoS, then it is possi- It'S quite common to use an SSlveese proxy [27] to
ble that our sample is misleading. Onaywto cross- ©Of oad SSL processing from a servHoweve, since

check would be to sample IPs randomly as commorthe proxy is otherwise transparent, this means that the
worms do. Vi havenot done so. adwertised OpenSSL ersion (from the serr) might

not match the real SSL implementation (wketés on

the proxy Since most such proxies are based on
OpenSSL, this might mean the proxysvvulnerable
even though the seer adwertised a non-vulnerableer

This sort of &periment is subject to wforms of net- sion. Our dz_ita shes a small num_ber of hosts (<10)

: ; which adertise non-vulnerableevsions of OpenSSL
work failure. In the ®rst, the netwk to our sampling but appear under brobing to be vulnerable. Carefal-e
machine &ils and we are therefore unable toetakta ap P 9 - :
during the outage. In such cases, we resample after tHgtlon of the OpenSSL. code indicates that the probes

outage. No such outage lasted more than 4 hours and rsnoust generate an error withyarepaired SSL ersion.

Bias a@inst lage sites which restrict searching.

Suppose an operator runs more than oneeséehind a
load balancerFor some reason or oth@ne machine is

7.2 Network Problems



Therefore, we beliee that this efect is responsible for deployment of OpenSSH ersions subsequent to the

the anomalies in question. release of the SSH CRC vulnerability [29]. The authors
found a somehat laver asymptotic (20%) upgrade
rate, lut it's ot clear hav reliable it is since in some

Block Ciphers versus Stream Ciphers cases the noti®ed the hosts under studgheswick et

Subsequent to the sey we dscovered a possible al. [30] report similar results for response to a vulnera-
source of &lse ngaivesbhst est works by using a bility in BIND. This work differs from preious work in
key-arg one byte longer than it should be. This causedhree important respects. Finalljloore et al. [18]

an werrun when a block cipher is usedtmot when a  fePOrt on user upgrading befiar in response to the
stream cipher is used. Thus, if wegnsate a stream Code-Redwrm. _ _

cipher then the handshekwill succeed. Haever, this This work differs from preious work in three

is not a signi®cant source oélée neaives, for two important respects. First, we folothe trajectory of
reasons: hosts from release of aifp through release of aorm

. . . that eploits the lig. Preious work only measured one
1. In SSLv2 the client chooses the cipher suite from Ebhase or the other of upgrading. This wiaus to accu-
list fOf tgfsi a_c%eptable to the senvOur client rately compare response to fdient security stimuli.
preters block ciphers. Second, because we are directly probing for vulnerabili-
2. Nearly all serers support at least one block cipher ties rather than merelyevsion numbers, we are able to
Double-checking with a client programmed to supportdetermine when seevs hae been patched or counter

only block ciphers yields essentially identical resultsmeasures he been applied as well as whether ythe
(+/- 1 serer). Therefore, we do not beliethat this isa have been upgraded. As Section 5.5 sipa signi®cant

signi®cant source of error number of administrators opt to patch and therefose it'
important to measure patch rate when patchesvaile a
. able.
7.4 Analytical Issues Finally, since this is a longitudinal study of a spe-
Sample Size ci®c set of hosts, we are able to characterize ghews

The relatiely small sample size (n=890) presenteolfactors that predlct administrator respor_ls_es.a/b! not
wae of previous work that addresses this issue.

some analytical challenges. In some cases, were unabsig

to fully ®t parameters of interest because the corre- Initial Release PostWrm  Upgrade/Bich

Sponding cells in the Contingqnd:able were empty Fector Owrall  Independent Independent Independent

leading to absurd results. A d¢mr sample wuld pre- openssL <| 140 b a2 045 NIA

sumably hae fewer Completely empty cells and be 0.9.6d €

more amenable to analysis. OpenssL 58 aaa 200 NIA
0.9.6d (c2)

Server Independence Apache Updo| - 239 ) 353

As noted in Section 5.4, not all of our samples are coMate ¢4

pletely independent. ®aldjusted for this by stratifying ¢;» ¢, 6.14 N/A

the sample into "independent sers/' and HSPs. Ko c2* c3 - NIA

eva, this strati®cation is necessarily sonteat impre-
cise. Havever, the fact that which predictors are signi®-
cant is relatiely insensitve © where the ract bound-

ary is placed suggests that the strati®cation is good
enough to dna reasonable conclusions about vate 9 Conclusions

factors. Con®rmation of these results could be aeldie

by directly contacting seer administrators and deter \We havedescribed a longitudinal study of user response

mining exactly who is responsible for which hosts. to security @s. Our study bgins with the announce-
ment of the vulnerability and continues through the

release of a wrm that eploits that vulnerability We
report two primary results, one gerding the rate of
user response and the secorghmting the composition
of the responding groups.

We @rst obsere that administrator response is
poor Three weeks after the initial vulnerability
announcement, ®x deplment had leeled of and 60%

Figure 20 Summary of signi®cant predictors

8 Related Work

The general shape of the upgrading euhas been
obsered by preious authors. The closest relatedriv
is by Prowos and Hongman [28] who measured the



of the sample @as still vulnerable at 27 days. Data col-[7] EnGarde Secure Linux Security Advisory
lected in the three weeks after the release of the SlappEBA-20020730-019 (July 30, 2002).
worm shaved a similar pattern with a projected asymp-g] ahlberg, D., Gentoo Linux Security Announcement
tote of 32% vulnerable. (July 7, 2002).

We dso identi®ed a number of predictors for sarv .
behaior, summarized in Figure 20. In the ®rst round of[g] SI_ashdot,OpenSSL Security Update. ]
upgrading, semrs running recentersions of OpenSSL http:/ {yd_evfl operss. sl ashdot . org/ ar_t| ) o
and Apache were verrepresented in the responding cl e. pl ?si d=02/07/ 30/ 1323226&ode=t hr ead&t i d=128
population. In the second round of upgrading, eerv [10] ~ FreeBSD  Security  Advisory  FreeBSD-
running recent ersions of Apache wereverepre-  SA-02:33.openssl (July 31, 2002).

sented. Egn after tvo rounds of upgrading, @i num-  [11] Apple Security Update 2002-08-02 (August 2,
ber of serers running relately recent OpenSSL distri-  2002).

t?uu?ns remained vulnerable, mpludmgv_sml pres- [12] NetBSD Security Advisory 2002-009 (September
tige" serers. In general, lge hosting service pvaders

: 22, 2002).
appear to be rather more respeasRoughly twice as o
high a percentage of HSPs upgraded in the ®rst roudd3] Benham, M., ™IE SSLuMerabilityS Bugtraq

as compared to the populatioresge. posting (August 5, 2002).
[14] OpenPKG, OpenPKG-SA-2002.008 (July 30,
2002).
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