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2UDFOH�L�/DEHO�6HFXULW\

EXECUTIVE OVERVIEW

2UDFOH�L�/DEHO�6HFXULW\�DGGUHVVHV�D�YDULHW\�RI�DFFHVV�FRQWURO�QHHGV�UDQJLQJ�IURP
VLPSOH�FRPSDQ\�E\�FRPSDQ\�GDWD�VHSDUDWLRQ�LQ�D�KRVWHG�HQYLURQPHQW�WR�FRPSOH[
GDWD�VKDULQJ�UHTXLUHPHQWV�EHWZHHQ�D�SDUHQW�FRPSDQ\�DQG�LWV�VXEVLGLDULHV���&XUUHQW
XVHUV�RI�2UDFOH�L�/DEHO�6HFXULW\�LQFOXGH�FRPSDQLHV�VSHFLDOL]LQJ�LQ�KHDOWKFDUH�
HQHUJ\�DQG�QDWLRQDO�VHFXULW\���2UDFOH�L�/DEHO�6HFXULW\�VLPSOLILHV�2UDFOH�9LUWXDO
3ULYDWH�'DWDEDVH���2UDFOH�L�/DEHO�6HFXULW\�DOORZV�WKH�VHFXULW\�RIILFHU�RU�DSSOLFDWLRQ
DGPLQLVWUDWRU�WR�IRFXV�RQ�PDQDJLQJ�XVHU�VHFXULW\�FOHDUDQFHV�DQG�QRW�ZRUU\�DERXW
WKH�XQGHUO\LQJ�HQIRUFHPHQW�PHFKDQLVP���'DWD�FDQ�EH�DXWRPDWLFDOO\�DVVLJQHG�D
VHQVLWLYLW\�ODEHO�RU�ODEHOHG�XVLQJ�DQ�DSSOLFDWLRQ�VSHFLILF�EXVLQHVV�UXOH���2UDFOH�L
/DEHO�6HFXULW\�LV�D�FRPPHUFLDO�RII�WKH�VKHOI��&276��SURGXFW�ZKLFK�GHFUHDVHV
DSSOLFDWLRQ�GHYHORSPHQW�FRVWV�DQG�LQFUHDVHV�GDWD�VHFXULW\�

INTRODUCTION

7KLV�SDSHU�RXWOLQHV�D�VHULHV�RI�VWHSV�ZKLFK�FDQ�EH�XVHG�VWDQGDORQH�RU�LQWHJUDWHG
LQWR�DQ�H[LVWLQJ�VRIWZDUH�GHVLJQ�PHWKRGRORJ\�WR�KHOS�HQVXUH�2UDFOH�L�/DEHO
6HFXULW\�LQWHJUDWHV�VHDPOHVVO\�ZLWK�DQ�H[LVWLQJ�DSSOLFDWLRQ�RU�QHZ�VRIWZDUH
GHYHORSPHQW�GHVLJQ���7KH�IRFXV�RI�WKLV�SDSHU�LV�2UDFOH�L�/DEHO�6HFXULW\��KRZHYHU�
WKH�JHQHUDO�PHWKRGRORJ\�LV�DOVR�DSSOLFDEOH�WR�VHFXULW\�SROLFLHV�ZULWWHQ�XVLQJ�WKH
2UDFOH�9LUWXDO�3ULYDWH�'DWDEDVH�ILQH�JUDLQHG�DFFHVV�FRQWURO�IHDWXUH�

UNDERSTANDING THE TECHNOLOGY

1HLWKHU�2UDFOH�L�/DEHO�6HFXULW\�RU�2UDFOH�9LUWXDO�3ULYDWH�'DWDEDVH�ILQH�JUDLQHG
DFFHVV�FRQWURO�DUH�GHVLJQHG�WR�UHSODFH�WKH�WUDGLWLRQDO�DFFHVV�FRQWURO�PHFKDQLVPV
IRXQG�LQ�2UDFOH���'DWDEDVH�REMHFW�SULYLOHJHV��UROHV��YLHZV��DQG�VWRUHG�SURFHGXUHV
DUH�W\SLFDOO\�VXIILFLHQW�WR�DGGUHVV�PRVW�DSSOLFDWLRQ�DFFHVV�FRQWURO�UHTXLUHPHQWV�
2UDFOH�L�/DEHO�6HFXULW\�SURYLGHV�DQ�RXW�RI�WKH�ER[�URZ�OHYHO�VHFXULW\�VROXWLRQ�IRU
VLWXDWLRQV�ZKHUH�GDWD�VWRUHG�LQ�RQH�RU�PRUH�WDEOHV�PXVW�EH�UHVWULFWHG�EDVHG�RQ�LWV
VHQVLWLYLW\�RU�RZQHUVKLS���,Q�RWKHU�ZRUGV��WKH�GHFLVLRQ�WR�DOORZ�DFFHVV�WR�D�URZ�LV
GHWHUPLQHG�DW�WKH�URZ�OHYHO�DQG�QRW�WKH�WDEOH�OHYHO���7KLV�W\SH�RI�DFFHVV�FRQWURO�LV
GLIILFXOW�WR�LPSOHPHQW�SURJUDPPDWLFDOO\�DQG�LQFUHDVHV�DSSOLFDWLRQ�FRPSOH[LW\�

This paper outlines a methodology

applicable to both Oracle9i Label Security

and Virtual Private Database.

Database object privileges, roles, views,

and stored procedures are typically

sufficient to address most application

access control requirements.
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Historical Approaches to Row Level Security

+LVWRULFDOO\��WKH�WKUHH�DSSURDFKHV�XVHG�WR�SURYLGH�URZ�OHYHO�VHFXULW\�KDYH�LQYROYHG
RQH�RU�PRUH�RI�WKH�IROORZLQJ�

• $SSOLFDWLRQ�YLHZV

• 3URJUDPPLQJ�ORJLF�HPEHGGHG�LQ�WKH�DSSOLFDWLRQ

• 3K\VLFDO�VHSDUDWLRQ�XVLQJ�RQH�RU�PRUH�GDWDEDVHV

Application Views

$SSOLFDWLRQ�YLHZV�FDQ�EH�IRXQG�LQ�QHDUO\�DOO�VRIWZDUH�DSSOLFDWLRQV���7KH�QXPEHU�RI
YLHZV�XVXDOO\�GHSHQGV�RQ�WKH�DJH�RI�WKH�DSSOLFDWLRQ���$SSOLFDWLRQ�FRPSOH[LW\�WHQGV
WR�LQFUHDVH�GXH�WR�XQIRUHVHHQ�VHFXULW\�UHTXLUHPHQWV�RU�SRRU�DSSOLFDWLRQ�GHVLJQ�
'DWDEDVH�YLHZV�GR�SURYLGH�WKH�DELOLW\�WR�ILOWHU�GDWD�

Figure 1. Restricting Access Using Database Views

Database views do provide the ability to

filter data.  However, the number of views

required is sometimes large and directing

application users to the correct view

becomes a management burden.

Sensitive 
View

Confidential
View

Public
View
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+RZHYHU�WKH�QXPEHU�RI�YLHZV�UHTXLUHG�LV�VRPHWLPHV�ODUJH�DQG�GLUHFWLQJ
DSSOLFDWLRQ�XVHUV�WR�WKH�FRUUHFW�YLHZ�EHFRPHV�D�PDQDJHPHQW�EXUGHQ���7KH
IROORZLQJ�LV�DQ�H[DPSOH�RI�XVLQJ�YLHZV�WR�UHVWULFW�DFFHVV�WR�WKUHH�W\SHV�RI�GDWD�
VHQVLWLYH�GDWD��FRQILGHQWLDO�GDWD�DQG�SXEOLF�GDWD�

Example Static View Definitions

Create view sensitive_employee as

select * from employee where sensitivity = ‘Sensitive’

or ‘Confidential’ or ‘Public’;

Create view confidential_employee as

select * from employee where sensitivity =

‘Confidential’ or ‘Public’;

Create view public_employee as

select * from employee where sensitivity = ‘Public’;

Application Programmatic Logic Approach

$SSOLFDWLRQV�FDQ�FRQWURO�64/�VWDWHPHQWV�VXEPLWWHG�WKURXJK�WKH�DSSOLFDWLRQ�
+RZHYHU��64/�VWDWHPHQWV�VXEPLWWHG�RXWVLGH�WKH�DSSOLFDWLRQ�XVLQJ�D�XWLOLW\�VXFK�DV
64/3OXV�FDQ·W�EH�FRQWUROOHG���,I�DQ�DSSOLFDWLRQ�LV�UHZULWLQJ�64/�VWDWHPHQWV�WR
UHVWULFW�DFFHVV�EDVHG�RQ�GDWD�VHQVLWLYLW\�WKHQ�W\SLFDOO\�QXPHURXV�DGGLWLRQDO�WDEOHV
PXVW�EH�EXLOW�DQG�PDLQWDLQHG�WR�PDQDJH�LQIRUPDWLRQ�UHODWHG�WR�WKH�DXWKRUL]DWLRQV
RI�WKH�DSSOLFDWLRQ�XVHU�WR�YLHZ�VHQVLWLYH�LQIRUPDWLRQ�

Figure 2. Restricting Access Using Application Logic

Typically numerous additional tables must

be built to maintain an  application user’s

label authorizations.

Application
Valid Labels

Application
User Labels

Query Rewrite 
Module

Application
Table
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Multiple Database Approach

6HQVLWLYH�GDWD�FDQ�DOVR�EH�SURWHFWHG�E\�XVLQJ�GHGLFDWHG�GDWDEDVHV�WR�PDQDJH�HDFK
VHQVLWLYLW\���+RZHYHU��FUHDWLQJ�D�VHSDUDWH�GDWDEDVH�IRU�HDFK�VHQVLWLYLW\�KDV�VHYHUDO
SUREOHPV���)LUVW��WKH�QXPEHU�RI�GDWDEDVHV�UHTXLUHG�LV�HTXDO�WR�WKH�QXPEHU�RI�GDWD
VHQVLWLYLWLHV���6HFRQGO\��WKH�RYHUKHDG�FUHDWHG�E\�UXQQLQJ�PXOWLSOH�GDWDEDVHV�LQ
WHUPV�RI�PHPRU\��SURFHVVLQJ�SRZHU�DQG�EDFNXS�VWRUDJH�LV�VXEVWDQWLDOO\�LQFUHDVHG�
7KLUGO\��WKH�FRVWV�DVVRFLDWHG�ZLWK�PDQDJLQJ�D�VLQJOH�GDWDEDVH�DUH�PXOWLSOLHG�E\�WKH
QXPEHU�RI�QHZ�GDWDEDVHV���)LQDOO\��YLHZLQJ�LQIRUPDWLRQ�DFURVV�PXOWLSOH�GDWDEDVHV
UHTXLUHV�GLVWULEXWHG�TXHULHV�DQG�DSSOLFDWLRQ�ORJLF�

Figure 3. Restricting Access Using Separate Databases

The number of databases required is equal

to the number of data sensitivities

Public
Database

Confidential
Database

Sensitive
Database
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ORACLE9I LABEL SECURITY

2UDFOH�L�/DEHO�6HFXULW\�VLPSOLILHV�WKH�WKUHH�GHVLJQV�RXWOLQHG�LQ�WKH�SUHYLRXV
VHFWLRQ���2UDFOH�L�/DEHO�6HFXULW\�SURYLGHV�DQ�LQWHJUDWHG�GDWDEDVH�VROXWLRQ�IRU
FRQWUROOLQJ�DFFHVV�WR�GDWD�EDVHG�RQ�VHQVLWLYLW\�ODEHOV���,QWURGXFLQJ�2UDFOH�L�/DEHO
6HFXULW\�LQWR�DQ�H[LVWLQJ�DSSOLFDWLRQ�KDV�WKH�IROORZLQJ�EHQHILWV�

• 6LPSOLILHV�WKH�DSSOLFDWLRQ

• ,QFUHDVHV�VHFXULW\�E\�PRYLQJ�DFFHVV�FRQWURO�LQWR�WKH�GDWDEDVH

• &UHDWHV�D�FRPSHWLWLYH�DGYDQWDJH�RYHU�FRPSHWLQJ�DSSOLFDWLRQV

• ,QWURGXFHV�QHZ�DQG�SRZHUIXO�DSSOLFDWLRQ�IXQFWLRQDOLW\

Figure 4.  Example Application Table

Oracle9i Label Security Access Mediation

2UDFOH�L�/DEHO�6HFXULW\�DFFHVV�PHGLDWLRQ�ZRUNV�E\�FRPSDULQJ�D�VHQVLWLYLW\�ODEHO
DVVLJQHG�WR�D�GDWD�URZ�ZLWK�ODEHO�DXWKRUL]DWLRQV�DVVLJQHG�WR�WKH�XVHU�

Figure 5.  Oracle9i Label Security Access Mediation

Oracle9i Label Security provides an

integrated database solution for controlling

access to data based on sensitivity labels

Project

AX703

B789C

JFS845

SF78SD

 Sensitivity Label

 Public

 Sensitive: Executive Only

 Secret: National Security

 Internal : Global Warming

Location

Chicago

Dallas

Chicago

Miami

Application Table

Labels
Data Sensitivity

Authorizations

Sensitive 

Access Mediation

Sensitive : :
Executive
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A Closer Look at Sensitivity Labels

6HQVLWLYLW\�ODEHOV�DUH�FHQWUDO�WR�2UDFOH�L�/DEHO�6HFXULW\���6HQVLWLYLW\�ODEHOV�DUH�ZKDW
GHWHUPLQH�DQ�DSSOLFDWLRQ�XVHU
V�DELOLW\�WR�YLHZ�DQG�XSGDWH�DSSOLFDWLRQ�GDWD�
6HQVLWLYLW\�ODEHOV�SURYLGH�VRSKLVWLFDWHG�FRQWUROV�ZKLFK�DUH�QRW�SRVVLEOH�ZLWK
WUDGLWLRQDO�REMHFW�OHYHO�SULYLOHJHV���)RU�H[DPSOH��VXSSRVH�DQ�RUGHU�HQWU\�DSSOLFDWLRQ
KDV�D�VHFXULW\�SROLF\�ZKLFK�VWDWHV�WKDW�WKH�DSSOLFDWLRQ�PXVW�EH�FDSDEOH�RI�OLPLWLQJ
DFFHVV�WR�SXUFKDVH�RUGHUV�ODEHOHG�FRPSDQ\�VHQVLWLYH"��%\�GHIDXOW��JLYLQJ�DQ
DSSOLFDWLRQ�XVHU�WKH�6(/(&7�SULYLOHJH�RQ�WKH�SXUFKDVH�RUGHUV�WDEOH�ZLOO�DOORZ�WKH
XVHU�WR�YLHZ�DOO�LQIRUPDWLRQ���2QH�DSSURDFK�WR�VROYLQJ�WKLV�UHTXLUHPHQW�LV�WR�FUHDWH
WZR�GDWDEDVH�YLHZV���7KH�ILUVW�YLHZ�ZLOO�H[FOXGH�DOO�WKH�SXUFKDVH�RUGHUV�GHHPHG
FRPSDQ\�VHQVLWLYH�DQG�WKH�VHFRQG�ZLOO�LQFOXGH�DOO�WKH�SXUFKDVH�RUGHUV���7KLV
DSSURDFK�LV�SUREOHPDWLF�EHFDXVH�WKH�VHFXULW\�SROLF\�PD\�FKDQJH�WR�LQFOXGH�QHZ
OHYHOV�RI�VHQVLWLYLW\���,Q�DGGLWLRQ��DSSOLFDWLRQ�XVHUV�ZLOO�QHHG�WR�EH�DVVLJQHG�WKH
FRUUHFW�HQWHUSULVH�UROH�GHSHQGLQJ�RQ�WKHLU�DXWKRUL]DWLRQ�WR�YLHZ�FRPSDQ\�VHQVLWLYH
LQIRUPDWLRQ���6HQVLWLYLW\�ODEHOV�VROYH�WKLV�VHFXULW\�UHTXLUHPHQW�DQG�HOLPLQDWH�WKH
QHHG�IRU�DGGLWLRQDO�YLHZV��2UDFOH�L�/DEHO�6HFXULW\�VHQVLWLYLW\�ODEHOV�FRQWDLQ�WKUHH
FRPSRQHQWV��D�VLQJOH�KLHUDUFKLFDO�OHYHO�RU�FODVVLILFDWLRQ��RQH�RU�PRUH�KRUL]RQWDO
FRPSDUWPHQWV�RU�FDWHJRULHV�DQG�RQH�RU�PRUH�JURXSV�

Label Components

������/HYHO����7KH�OHYHO�LV�D�KLHUDUFKLFDO�FRPSRQHQW�ZKLFK�GHQRWHV�WKH�VHQVLWLYLW\�RI
WKH�GDWD���$�W\SLFDO�JRYHUQPHQW�RUJDQL]DWLRQ�PLJKW�GHILQH�OHYHOV�FRQILGHQWLDO�
VHQVLWLYH�DQG�KLJKO\�VHQVLWLYH���+RZHYHU��WKHUH�LV�QR�UHTXLUHPHQW�WR�GHILQH�PRUH
WKDQ�RQH�OHYHO���)RU�H[DPSOH��D�FRPPHUFLDO�RUJDQL]DWLRQ�PLJKW�GHILQH�D�VLQJOH�OHYHO
IRU�FRPSDQ\�FRQILGHQWLDO�GDWD�RU�DSSOLFDWLRQ�KRVWLQJ�UHTXLUHPHQWV

������&RPSDUWPHQW���7KH�FRPSDUWPHQW�FRPSRQHQW�LV�VRPHWLPHV�UHIHUUHG�WR�DV�D
FDWHJRU\�DQG�LV�QRQ�KLHUDUFKLFDO���7\SLFDOO\�RQH�RU�PRUH�FRPSDUWPHQWV�DUH�GHILQHG
WR�VHJUHJDWH�GDWD���)RU�H[DPSOH��D�FRPSDUWPHQW�PLJKW�EH�GHILQHG�IRU�DQ�RQJRLQJ
VWUDWHJLF�LQLWLDWLYH�RU�PDS�WR�D�KRVWHG�DSSOLFDWLRQ�VXEVFULEHU���'DWD�UHODWHG�WR�WKH
LQLWLDWLYH�FDQ�EH�ODEHOHG�ZLWK�WKH�QHZO\�GHILQHG�FRPSDUWPHQW���2UDFOH�/DEHO
6HFXULW\�VXSSRUWV�XS�WR������XQLTXH�FRPSDUWPHQWV�

������*URXS���7KH�JURXS�FRPSRQHQW�LV�XVHG�WR�UHFRUG�RZQHUVKLS�DQG�FDQ�EH�XVHG
KLHUDUFKLFDOO\���)RU�H[DPSOH��WZR�JURXSV�FDOOHG�6HQLRU�93�DQG�0DQDJHU�FDQ�EH
FUHDWHG�DQG�VXEVHTXHQWO\�DVVLJQHG�DV�FKLOGUHQ�RI�WKH�&(2�JURXS��FUHDWLQJ�DQ
RZQHUVKLS�WUHH���/DEHOV�FDQ�EH�FRPSRVHG�RI�D�VWDQGDORQH�OHYHO�FRPSRQHQW�RU�D
OHYHO�FRPSRQHQW�FDQ�EH�FRPELQHG�ZLWK�FRPSDUWPHQWV��JURXSV�RU�ERWK�
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External Representation

7KH�H[WHUQDO�UHSUHVHQWDWLRQ�RI�D�ODEHO�LV�FRPSRVHG�RI�WKH�WKUHH�ODEHO�FRPSRQHQWV�
VHSDUDWHG�E\�D�VHPLFRORQ���7KH�ODEHO��&RQILGHQWLDO���$FTXLVLWLRQV���$VLD��LV
FRPSRVHG�RI�WKH�IROORZLQJ�WKUHH�ODEHO�FRPSRQHQWV�

������/HYHO� �&RQILGHQWLDO

������&RPSDUWPHQW� �$FTXLVLWLRQV

������*URXS� �$VLD

Releasabilities

5HOHDVH���RI�2UDFOH�L�/DEHO�6HFXULW\�VXSSRUWV�UHOHDVDELOLWLHV��DGGLQJ�HYHQ�PRUH
IOH[LELOLW\�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�DFFHVV�FRQWURO�FDSDELOLWLHV���5HOHDVDELOLWLHV
KDYH�KLVWRULFDOO\�EHHQ�XVHG�LQ�JRYHUQPHQW�RUJDQL]DWLRQV�WR�FRQWURO�WKH
GLVVHPLQDWLRQ�RI�GDWD���5HOHDVH���RI�2UDFOH�L�/DEHO�6HFXULW\�PDNHV�WKLV�WHFKQRORJ\
DYDLODEOH�WR�FRPPHUFLDO�DQG�JRYHUQPHQW�RUJDQL]DWLRQV�RQ�ZLGHO\�XVHG��FRPPHUFLDO
RSHUDWLQJ�V\VWHPV���,Q�WKH�SDVW�WKLV�WHFKQRORJ\�KDV�RQO\�EHHQ�DYDLODEOH�RQ�KLJKO\
VSHFLDOL]HG�RSHUDWLQJ�V\VWHPV�

2UDFOH�L�/DEHO�6HFXULW\�XVHV�LQYHUVH�JURXSV�WR�LQGLFDWH�UHOHDVDELOLW\�RI�LQIRUPDWLRQ�
WKH\�DUH�XVHG�WR�PDUN�WKH�GLVVHPLQDWLRQ�RI�GDWD���:KHQ�\RX�DGG�DQ�LQYHUVH�JURXS
WR�D�GDWD�ODEHO��WKH�GDWD�EHFRPHV�OHVV�FODVVLILHG���)RU�H[DPSOH��D�XVHU�ZLWK�LQYHUVH
JURXSV�8.��86�FDQQRW�DFFHVV�GDWD�ZKLFK�RQO\��KDV�LQYHUVH�JURXS�8.���$GGLQJ�86
WR�WKDW�GDWD�PDNHV�LW�DFFHVVLEOH�WR�DOO�XVHUV�ZLWK�WKH�LQYHUVH�JURXSV�8.��86���:KHQ
\RX�DVVLJQ�UHOHDVDELOLWLHV�WR�D�XVHU��\RX�PDUN�WKH�FRPPXQLFDWLRQ�FKDQQHO�WR�WKH
XVHU���)RU�GDWD�WR�IORZ�DFURVV�WKH�FRPPXQLFDWLRQ�FKDQQHO��WKH�GDWD�UHOHDVDELOLWLHV
PXVW�GRPLQDWH�WKH�UHOHDVDELOLWLHV�DVVLJQHG�WR�WKH�XVHU���,Q�RWKHU�ZRUGV�
UHOHDVDELOLWLHV�DVVLJQHG�WR�D�GDWD�UHFRUG�PXVW�FRQWDLQ�DOO�WKH�UHOHDVDELOLWLHV�DVVLJQHG
WR�D�XVHU���7KH�DGYDQWDJH�RI�UHOHDVDELOLWLHV�OLHV�LQ�WKHLU�SRZHU�WR�EURDGO\
GLVVHPLQDWH�LQIRUPDWLRQ���5HOHDVLQJ�GDWD�WR�WKH�HQWLUH�PDUNHWLQJ�RUJDQL]DWLRQ
EHFRPHV�DV�VLPSOH�DV�DGGLQJ�WKH�PDUNHWLQJ�UHOHDVDELOLW\�WR�WKH�GDWD�UHFRUG���7KH
WHUP�LQYHUVH�JURXS�LV�XVHG�EHFDXVH�DQ�DGPLQLVWUDWRU�FDQ�QRZ�FUHDWH�DQ�2UDFOH
/DEHO�6HFXULW\�SROLF\�ZKLFK�XVHV�WKH�DFFHVV�FRQWURO�ORJLF�SURYLGHG�E\�VWDQGDUG
JURXSV�RU�GHFLGH�WR�FUHDWH�WKH�SROLF\�XVLQJ�LQYHUVH�JURXS�DFFHVV�FRQWURO�ORJLF�

Comparing Standard Groups and Inverse Groups

*URXSV�LQ�2UDFOH�/DEHO�6HFXULW\�LGHQWLI\�RUJDQL]DWLRQV�ZKLFK�RZQ�RU�DFFHVV�GDWD�
/LNH�VWDQGDUG�JURXSV��LQYHUVH�JURXSV�FRQWURO�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�
+RZHYHU��WKH�EHKDYLRU�RI�LQYHUVH�JURXSV�GLIIHUV�IURP�2UDFOH�/DEHO�6HFXULW\
VWDQGDUG�JURXS�EHKDYLRU���%\�GHIDXOW��DOO�SROLFLHV�FUHDWHG�LQ�2UDFOH�/DEHO�6HFXULW\
XVH�WKH�VWDQGDUG�JURXS�EHKDYLRU���:KHQ�\RX�LQFOXGH�LQYHUVH�JURXSV�LQ�D�GDWD�ODEHO�
WKH�HIIHFW�LV�VLPLODU�WR�DVVLJQLQJ�ODEHO�FRPSDUWPHQW�DXWKRUL]DWLRQV�WR�D�XVHU���:KHQ
2UDFOH�/DEHO�6HFXULW\�HYDOXDWHV�ZKHWKHU�D�XVHU�FDQ�YLHZ�D�URZ�RI�GDWD�DVVLJQHG�D
ODEHO�ZLWK�LQYHUVH�JURXSV��LW�FKHFNV�WR�VHH�ZKHWKHU�WKH�GDWD��QRW�WKH�XVHU��KDV�WKH
DSSURSULDWH�JURXS�DXWKRUL]DWLRQV��GRHV�WKH�GDWD�KDYH�DOO�WKH�LQYHUVH�JURXSV

Releasabilities add even more flexibility to

the Oracle9i Label Security access control

capabilities.
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DVVLJQHG�WR�WKH�XVHU"��:LWK�VWDQGDUG�JURXSV��E\�FRQWUDVW��2UDFOH�/DEHO�6HFXULW\
FKHFNV�WR�VHH�ZKHWKHU�D�XVHU�LV�DXWKRUL]HG�IRU�DW�OHDVW�RQH�RI�WKH�JURXSV�DVVLJQHG�WR
D�URZ�RI�GDWD���&RQVLGHU�D�SROLF\�ZKLFK�FRQWDLQV���VWDQGDUG�JURXSV���(DVWHUQ�
:HVWHUQ��DQG�6RXWKHUQ���8VHU�·V�ODEHO�DXWKRUL]DWLRQV�LQFOXGH�WKH�JURXSV�(DVWHUQ
DQG�:HVWHUQ��$VVXPLQJ�8VHU��KDV�EHHQ�DVVLJQHG�WKH�DSSURSULDWH�OHYHO�DQG
FRPSDUWPHQW�DXWKRUL]DWLRQV�LQ�WKH�SROLF\��WKHQ�

• :LWK�VWDQGDUG�2UDFOH�/DEHO�6HFXULW\�JURXSV��8VHU��FDQ�YLHZ�DOO�GDWD�UHFRUGV
WKDW�KDYH�WKH�JURXS�(DVWHUQ��RU�WKH�JURXS�:HVWHUQ��RU�ERWK�(DVWHUQ�DQG
:HVWHUQ�

• :LWK�LQYHUVH�JURXSV��8VHU��FDQ�RQO\�YLHZ�GDWD�UHFRUGV�WKDW�KDYH��DW�D
PLQLPXP��DOO�WKH�JURXSV�DVVLJQHG�WR�WKH�XVHU��WKDW�LV��ERWK�(DVWHUQ�DQG
:HVWHUQ���6KH�FDQQRW�YLHZ�UHFRUGV�WKDW�KDYH�RQO\�WKH�(DVWHUQ�JURXS��RQO\�WKH
:HVWHUQ�JURXS��RU�WKDW�KDYH�QR�JURXSV�DW�DOO�

:KHQ�XVLQJ�VWDQGDUG�JURXSV��D�KLHUDUFKLFDO�UHODWLRQVKLS�FDQ�EH�FUHDWHG�E\
GHVLJQDWLQJ�D�SDUHQW�IRU�HDFK�JURXS���+RZHYHU��GHVLJQDWLQJ�KLHUDUFKLFDO
UHODWLRQVKLSV�EHWZHHQ�LQYHUVH�JURXSV�LV�QRW�SUDFWLFDO�EHFDXVH�RI�WKH�DFFHVV�FRQWURO
ORJLF�DVVRFLDWHG�ZLWK�WKH�FRQFHSW�RI�UHOHDVDELOLWLHV���7KHUHIRUH�ZKHQ�D�SROLF\�LV
FUHDWHG�DQG�WKH�LQYHUVH�JURXS�RSWLRQ�LV�VSHFLILHG��WKH�DELOLW\�WR�GHVLJQDWH�D�SDUHQW
IRU�D�SDUWLFXODU�JURXS�KDV�EHHQ�GLVDEOHG���$�SROLF\�FDQ·W�XVH�ERWK�VWDQGDUG�JURXSV
DQG�LQYHUVH�JURXSV���7KH�GHFLVLRQ�WR�XVH�VWDQGDUG�JURXSV�YHUVXV�LQYHUVH�JURXSV
QHHGV�WR�EH�GHFLGHG�EDVHG�RQ�EXVLQHVV�QHHGV�DQG�EHIRUH�WKH�SROLF\�LV�FUHDWHG���7KH
H[DPSOHV�FRQWDLQHG�LQ�WKLV�ZKLWHSDSHU�XVH�VWDQGDUG�JURXSV�

Oracle Virtual Private Database

2UDFOH�9LUWXDO�3ULYDWH�'DWDEDVH�LV�D�WHUP�XVHG�IRU�VHYHUDO�SRZHUIXO�2UDFOH�L
IHDWXUHV��ILQH�JUDLQHG�DFFHVV�FRQWURO��DSSOLFDWLRQ�FRQWH[W�DQG�JOREDO�DSSOLFDWLRQ
FRQWH[W���)LQH�JUDLQHG�DFFHVV�FRQWURO�DOORZV�DQ�DSSOLFDWLRQ�GHYHORSHU�WR�ZULWH�KLV
RZQ�VHFXULW\�SROLF\�DQG�DSSO\�LW�WR�DSSOLFDWLRQ�WDEOH�RU�YLHZ���64/�VWDWHPHQWV�RU
UHSRUWV�DFFHVVLQJ�WKH�DSSOLFDWLRQ�WDEOH�DUH�WUDQVSDUHQWO\�PRGLILHG�EDVHG�RQ�WKH
VHFXULW\�SROLF\���7\SLFDOO\��WKH�VHFXULW\�SROLF\�XWLOL]HV�WKH�DSSOLFDWLRQ�FRQWH[W�IHDWXUH
RI�2UDFOH���$SSOLFDWLRQ�FRQWH[W�LV�EDVLFDOO\�D�QDPHG�DUHD�RI�FRPSXWHU�PHPRU\
ZKLFK�LV�DVVLJQHG�D�QDPH�E\�WKH�DSSOLFDWLRQ�DQG�DOORFDWHG�E\�2UDFOH���'HSHQGLQJ
RQ�WKH�FRPSOH[LW\�RI�WKH�VHFXULW\�SROLF\�UHTXLUHG��WKH�SURJUDPPLQJ�DQG�GHVLJQ
ZRUN�DVVRFLDWHG�ZLWK�ILQH�JUDLQHG�DFFHVV�FRQWURO�DQG�DSSOLFDWLRQ�FRQWH[W�PD\�EH
VLJQLILFDQW�

2UDFOH�L�/DEHO�6HFXULW\�XVHV�WKH�2UDFOH�9LUWXDO�3ULYDWH�'DWDEDVH�IHDWXUHV�WR
SURYLGH�D�ZHDOWK�RI�VHFXULW\�IXQFWLRQDOLW\�WR�WKH�DGPLQLVWUDWRU�
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Oracle9i Label Security Benefits:

• 1R�SURJUDPPLQJ�LV�UHTXLUHG��VHFXULW\�SDFNDJH�LV�SURYLGHG�RXW�RI�WKH�ER[

• 2UDFOH�L�/DEHO�6HFXULW\�SROLF\�RSWLRQV�JLYH�DGPLQLVWUDWRU·V�WKH�DELOLW\�WR
FXVWRPL]H�HQIRUFHPHQW�EDVHG�RQ�WKHLU�RUJDQL]DWLRQV�VSHFLILF�QHHGV

• 'HVLJQHG�IRU�ERWK�JRYHUQPHQW�DQG�FRPPHUFLDO�RUJDQL]DWLRQV

• 64/�SUHGLFDWHV�FDQ�EH�DGGHG�WR�WKH�DFFHVV�PHGLDWLRQ�SURFHVV��H[WHQGLQJ
DFFHVV�FRQWURO�EH\RQG�VHQVLWLYLW\�ODEHOV

Incorporating Oracle9i Label Security

2UDFOH�L�/DEHO�6HFXULW\�SURYLGHV�D�IDVW�IRUZDUG�VROXWLRQ�IRU�WKH�GHYHORSPHQW�DQG
GHSOR\PHQW�RI�DSSOLFDWLRQV���1R�GHVLJQ�DQG�GHYHORSPHQW�ZRUN�LV�UHTXLUHG�
+RZHYHU��RQH�LPSRUWDQW�SLHFH�RI�ZRUN�ZKLFK�2UDFOH�L�/DEHO�6HFXULW\�GRHV�QRW
HOLPLQDWH�LV�WKH�SURFHVV�RI�ORRNLQJ�DW�WKH�DSSOLFDWLRQ�DQG�GHWHUPLQLQJ�KRZ�DQG
ZKHUH�WR�DSSO\�2UDFOH�L�/DEHO�6HFXULW\���0RVW��LI�QRW�DOO��DSSOLFDWLRQV�RQ�WKH�PDUNHW
WRGD\�ZHUHQ·W�GHVLJQHG�WR�ZRUN�ZLWK�VHQVLWLYLW\�ODEHOV�RU�URZ�OHYHO�VHFXULW\���,Q
VRPH�FDVHV��KXQGUHGV�RI�YLHZV�PD\�H[LVW�LQ�WKH�DSSOLFDWLRQ�ZKLFK�UHVWULFW�DFFHVV
EDVHG�RQ�VHQVLWLYLW\�ODEHOV�DVVLJQHG�WR�GDWD���:KLOH�LQFRUSRUDWLQJ�2UDFOH�L�/DEHO
6HFXULW\�GXULQJ�GHVLJQ�SKDVH�RI�DQ�DSSOLFDWLRQ�LV�HDVLHVW��WKH�DQDO\VLV�VWHSV�DUH�WKH
VDPH�IRU�DSSOLFDWLRQV�ZKLFK�DUH�DOUHDG\�RQ�WKH�PDUNHW�

Step 1: Analyzing the Application Scheme

$QDO\]LQJ�WKH�VFKHPH�PHDQV�LGHQWLI\LQJ�WKH�WDEOHV�ZKLFK�QHHG�DQ�2UDFOH�L�/DEHO
6HFXULW\�SROLF\�DSSOLHG�WR�WKHP���7KLV�LV�EHVW�DFFRPSOLVKHG�ZLWK�WKH�DVVLVWDQFH�RI
DQ�DSSOLFDWLRQ�DGPLQLVWUDWRU�RU�GHYHORSHU�ZKR�KDV�LQWLPDWH�NQRZOHGJH�RI�WKH
DSSOLFDWLRQ�VFKHPH���,Q�PRVW�FDVHV��D�VPDOO�SHUFHQWDJH�RI�WKH�WDEOHV�LQ�DQ
DSSOLFDWLRQ�ZLOO�UHTXLUH�DQ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\����)RU�H[DPSOH��WDEOHV
ZKLFK�VWRUH�ORRNXS�YDOXHV�RU�FRQVWDQWV�XVXDOO\�GRQ·W�QHHG�WR�EH�SURWHFWHG�ZLWK
2UDFOH�L�/DEHO�6HFXULW\�

Step 2: Analyzing the Data Levels

2QFH�WKH�FDQGLGDWH�WDEOHV�KDYH�EHHQ�LGHQWLILHG��WKH�GDWD�FRQWDLQHG�LQ�WKH�WDEOHV
QHHGV�WR�EH�HYDOXDWHG���7KH�DVVLVWDQFH�RI�VRPHRQH�RWKHU�WKDQ�WKH�DSSOLFDWLRQ
DGPLQLVWUDWRU�RU�GHYHORSHU�PD\�EH�UHTXLUHG���$�PDQDJHU�ZKR�JHQHUDWHV�UHSRUWV
ZKLFK�DFFHVV�WKH�WDEOH�RU�VRPHRQH�ZKR�KDV�EURDG�IDPLOLDULW\�ZLWK�EXVLQHVV
RSHUDWLRQV�FDQ�SURYLGH�YDOXDEOH�DVVLVWDQFH�ZLWK�WKLV�VWDJH�RI�WKH�DQDO\VLV���'DWD
OHYHOV�UHIHU�WR�WKH�VHQVLWLYLW\�OHYHO�RI�WKH�GDWD���6HQVLWLYH�LV�DQ�H[DPSOH�RI�D�GDWD�OHYHO�
$GGLWLRQDO�H[DPSOHV�LQFOXGH�XQFODVVLILHG��SXEOLF��DQG�KLJKO\�VHQVLWLYH����+RZHYHU�

Oracle9i Label Security is designed for

both government and commercial

organizations

Oracle9i Label Security provides a fast

forward solution for the development and

deployment of applications

In most cases, a small percentage of the

tables in an application will require an

Oracle9i Label Security policy

SalesProjects
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DQDO\VLV�PD\�GHWHUPLQH�WKDW�DQ�DSSOLFDWLRQ�WDEOH�KDV�RQO\�RQH�GDWD�OHYHO���,W·V
UHFRPPHQGHG�WKDW�DSSOLFDWLRQ�GDWD�ZKLFK�PD\�EH�VWRUHG�LQ�WKH�WDEOH�LQ�WKH�IXWXUH
EH�FRQVLGHUHG�DV�ZHOO���7KLV�ZLOO�FUHDWH�D�UREXVW�VHW�RI�ODEHO�GHILQLWLRQV�LQ�WKH
2UDFOH�L�/DEHO�6HFXULW\�DFFHVV�FRQWURO�GDWD�GLFWLRQDU\�

,I�D�GDWD�UHFRUG�LV�DVVLJQHG�D�VHQVLWLYLW\�ODEHO�ZKRVH�OHYHO�FRPSRQHQW�LV�DW�RU�EHORZ
WKH�XVHU·V�VHVVLRQ�ODEHO�VHQVLWLYLW\�OHYHO��WKHQ�D�XVHU�DWWHPSWLQJ�WR�UHDG�WKH�UHFRUG
ZLOO�EH�DOORZHG�WR�YLHZ�WKH�UHFRUG���1RWH�WKDW�WKLV�DFFHVV�UXOH�LV�WUXH�LI�WKH�XVHU�DOVR
KDV�WKH�DSSURSULDWH�FRPSDUWPHQWV�DQG�JURXSV�ZKLFK�DUH�GLVFXVVHG�LQ�WKH�QH[W�WZR
VHFWLRQV�DQG�KDV�QRW�EHHQ�DVVLJQHG�DQ\�VSHFLDO�2UDFOH�L�/DEHO�6HFXULW\�SULYLOHJHV�

Step 3: Analyzing the Data Groups

*URXSV�DUH�D�FRPSRQHQW�RI�WKH�ODEHO�ZKLFK�DUH�KDQG\�IRU�FRQWUROOLQJ�DFFHVV�WR
GDWD�E\�RUJDQL]DWLRQ��UHJLRQ�RU�GDWD�RZQHUVKLS���$V�ZLWK�GDWD�OHYHOV��WKH�DVVLVWDQFH
RI�VRPHRQH�ZLWK�EURDG�IDPLOLDULW\�ZLWK�EXVLQHVV�RSHUDWLRQV�FDQ�SURYLGH�YDOXDEOH
DVVLVWDQFH�ZLWK�WKLV�VWDJH�RI�WKH�DQDO\VLV���)RU�H[DPSOH��LI�WKH�DSSOLFDWLRQ�LV�D�VDOHV
DSSOLFDWLRQ��DFFHVV�WR�WKH�VDOHV�GDWD�PD\�EH�FRQWUROOHG�RQ�D�FRXQWU\�E\�FRXQWU\
EDVLV�RU�RQ�D�UHJLRQDO�EDVLV���([DPSOHV�RI�JURXSV�LQFOXGH�8QLWHG�6WDWHV��(XURSH��$VLD�
0DQDJHU��+XPDQ�5HVRXUFHV��DQG�/HJDO���,I�D�GDWD�UHFRUG�LV�DVVLJQHG�D�VHQVLWLYLW\�ODEHO
ZLWK�PXOWLSOH�FRPSDUWPHQWV�DQG�PXOWLSOH�JURXSV��D�XVHU�DWWHPSWLQJ�WR�UHDG�WKH
UHFRUG�PXVW�KDYH�DOO�RI�WKH�FRPSDUWPHQWV�IRXQG�LQ�WKH�GDWD�VHQVLWLYLW\�ODEHO�LQ
WKHLU�VHVVLRQ�ODEHO�DQG�DW�OHDVW�RQH�RI�WKH�JURXSV���1RWH�WKDW�VLQFH�JURXSV�FDQ�EH
KLHUDUFKLFDO�LQ�QDWXUH��D�XVHU�FRXOG�KDYH�WKH�SDUHQW�RI�RQH�RI�WKH�JURXSV�LQ�WKH
VHQVLWLYLW\�ODEHO�DVVLJQHG�WR�WKH�GDWD�UHFRUG�DQG�VWLOO�EH�DEOH�WR

Internal : Alpha, Beta : US, UK

Sensitive : Alpha, Beta : UK

Data Label =

User Label =

SalesProjects

Internal
Sensitive

Internal

As with data levels, the assistance of

someone with broad familiarity with

business operations can provide valuable

assistance with this stage of the analysis
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1RWH�WKDW�WKLV�DFFHVV�UXOH�LV�WUXH�LI�D�XVHU�DOVR�KDV�WKH�DSSURSULDWH�FRPSDUWPHQWV
DQG�KLV�VHQVLWLYLW\�OHYHO�GRPLQDWHV�WKH�VHQVLWLYLW\�OHYHO�RI�WKH�GDWD�UHFRUG�DQG�KH�KDV
QRW�EHHQ�DVVLJQHG�DQ\�VSHFLDO�2UDFOH�L�/DEHO�6HFXULW\�SULYLOHJHV�

Step 4: Analyzing the Data Compartments

'DWD�FRPSDUWPHQWV�DUH�SULPDULO\�XVHG�LQ�JRYHUQPHQW�DQG�GHIHQVH�HQYLURQPHQWV�
$�FRPPHUFLDO�DSSOLFDWLRQ�PD\�ILQG�WKDW�GDWD�JURXSV�DUH�VXIILFLHQW�WR�SURYLGH�WKH
QHFHVVDU\�OHYHO�RI�DFFHVV�FRQWURO���7KH�PRVW�VLJQLILFDQW�GLIIHUHQFH�EHWZHHQ�GDWD
FRPSDUWPHQWV�DQG�GDWD�JURXSV�LQYROYHV�2UDFOH�L�/DEHO�6HFXULW\�DFFHVV�PHGLDWLRQ�
,I�D�GDWD�UHFRUG�LV�DVVLJQHG�D�VHQVLWLYLW\�ODEHO�ZLWK�PXOWLSOH�FRPSDUWPHQWV�DQG
PXOWLSOH�JURXSV��D�XVHU�DWWHPSWLQJ�WR�UHDG�WKH�UHFRUG�PXVW�KDYH�DOO�RI�WKH
FRPSDUWPHQWV�IRXQG�LQ�WKH�GDWD�VHQVLWLYLW\�ODEHO�LQ�WKHLU�VHVVLRQ�ODEHO�DQG�DW�OHDVW
RQH�RI�WKH�JURXSV�

1RWH�WKDW�WKLV�DFFHVV�UXOH�LV�WUXH�LI�D�XVHU�DOVR�KDV�WKH�DSSURSULDWH�GDWD�JURXSV�DQG
KLV�VHQVLWLYLW\�OHYHO�GRPLQDWHV�WKH�VHQVLWLYLW\�OHYHO�RI�WKH�GDWD�UHFRUG�DQG�KH�KDV�QRW
EHHQ�DVVLJQHG�DQ\�VSHFLDO�2UDFOH�L�/DEHO�6HFXULW\�SULYLOHJHV�

Step 5: Analyzing the user population

$QDO\]LQJ�WKH�XVHU�SRSXODWLRQ�UHTXLUHV�VHSDUDWLQJ�WKH�XVHUV�LQWR�RQH�RU�PRUH
GHVLJQDWHG�XVHU�W\SHV���)RU�H[DPSOH��D�XVHU�PLJKW�EH�GHVLJQDWHG�DV�D�UHJXODU�XVHU�
KLJKO\�SULYLOHJHG�XVHU��RU�DGPLQLVWUDWLYH�XVHU���7KLV�SURFHVV�PD\�UHTXLUH�WKH
DVVLVWDQFH�RI�PDQDJHUV�DQG�VHFXULW\�DGPLQLVWUDWRUV���$IWHU�WKH�XVHU�SRSXODWLRQ�KDV
EHHQ�VHSDUDWHG�LQWR�RQH�RU�PRUH�XVHU�W\SHV��D�FRPSDULVRQ�QHHGV�WR�EH�SHUIRUPHG
EHWZHHQ�WKH�GDWD�OHYHOV�LGHQWLILHG�LQ�VWHS���DQG�WKH�DXWKRUL]HG�VHQVLWLYLW\�OHYHOV�RI
WKH�XVHU�SRSXODWLRQ����7KHVH�QHHG�WR�FRUUHVSRQG�FRUUHFWO\�IRU�HDFK�WDEOH�LGHQWLILHG
GXULQJ�VFKHPH�DQDO\VLV�LQ�VWHS�����,Q�DGGLWLRQ��WKH�RUJDQL]DWLRQDO�VWUXFWXUH�RI�WKH
XVHU�SRSXODWLRQ�QHHGV�WR�EH�FRPSDUHG�ZLWK�WKH�GDWD�JURXSV�LGHQWLILHG�LQ�VWHS���
7KHVH�GR�QRW�QHHG�WR�FRUUHVSRQG�H[DFWO\�RQ�WKH�ILUVW�FRPSDULVRQ���$GMXVWPHQWV
PD\�EH�QHFHVVDU\�DV�DFFHVV�UHTXLUHPHQWV�DUH�EHWWHU�XQGHUVWRRG�

Sensitive : Alpha, Beta : US, UK

Sensitive : Alpha, Beta : UK

Data Label =

User Label =

A commercial application may find that

data groups are sufficient to provide the

necessary level of access control

Internal : Alpha, Beta : US, UK

Sensitive : Alpha, Beta : UK

Data Label =

User Label =
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Step 6: Analyzing special authorizations

2UDFOH�L�/DEHO�6HFXULW\�KDV�VHYHUDO�VSHFLDO�DXWKRUL]DWLRQV�ZKLFK�FDQ�EH�DVVLJQHG�WR
XVHUV���,Q�WKLV�VWHS��H[DPLQH�WKH�KLJKO\�SULYLOHJHG�DQG�DGPLQLVWUDWLYH�XVHUV�DQG
GHWHUPLQH�ZKDW�LI�DQ\�RI�WKH�2UDFOH�L�/DEHO�6HFXULW\�VSHFLDO�DXWKRUL]DWLRQV�VKRXOG
EH�DVVLJQHG�WR�WKH�XVHU���,Q�JHQHUDO��UHJXODU�XVHUV�GR�QRW�UHTXLUH�DQ\�VSHFLDO
DXWKRUL]DWLRQV���3OHDVH�UHIHU�WR�DSSHQGL[�$�IRU�D�FRPSOHWH�OLVW�RI�WKH�2UDFOH�L�/DEHO
6HFXULW\�VSHFLDO�DXWKRUL]DWLRQV�

Step 7: Review and Document

7KH�ILQDO�VWHS�EHIRUH�VWDUWLQJ�WKH�SK\VLFDO�LPSOHPHQWDWLRQ�LV�WR�UHYLHZ�DQG
GRFXPHQW�WKH�LQIRUPDWLRQ�JDWKHUHG���7KLV�VWHS�LV�FUXFLDO�IRU�FRQWLQXLW\�DFURVV�WKH
HQWHUSULVH�DQG�WKH�UHVXOWLQJ�GRFXPHQW�VKRXOG�EHFRPH�SDUW�RI�WKH�HQWHUSULVH
VHFXULW\�SROLF\���,QFOXGH�WDEOHV��JUDSKV�DQG�D�QDUUDWLYH�GLVFXVVLRQ�WR�IXOO\�H[SODLQ
WKH�UHVXOWV�RI�WKH�DQDO\VLV���)RU�H[DPSOH��WKH�GRFXPHQW�VKRXOG�LQFOXGH�D�OLVW�RI
VFKHPH�WDEOHV�ZKLFK�QHHG�WR�EH�SURWHFWHG�DQG�FRUUHVSRQGLQJ�MXVWLILFDWLRQ�

Analysis Methodology

'XULQJ�WKH�DQDO\VLV�LW�PD\�EH�KHOSIXO�WR�FUHDWH�D�PDWUL[�ZKLFK�FRPSDUHV�WKH
LQIRUPDWLRQ�FROOHFWHG�LQ�VWHS���ZLWK�LQIRUPDWLRQ�FROOHFWHG�DERXW�WKH�DFWXDO�GDWD�
7KLV�WHFKQLTXH�FDQ�KHOS�LGHQWLI\�RSHUDWLRQDO�LVVXHV�SULRU�WR�WKH�DFWXDO
LPSOHPHQWDWLRQ�RI�2UDFOH�L�/DEHO�6HFXULW\���)RU�H[DPSOH��WKLV�W\SH�RI�DQDO\VLV�FDQ
LGHQWLI\�WKH�DXWKRUL]DWLRQV�UHTXLUHG�IRU�D�VSHFLILF�MRE�IXQFWLRQ�

This step is crucial for continuity across

the enterprise and the resulting document

should become part of the enterprise

security policy

Table

Sales

Projects

I S  S:A:US         S:A,B:US,UK

User

Data

I::UK

I::US

I

S:A:US

S:B:UK

No Acess

No Acess

Acess

No Acess

No Acess

No Acess

No Acess

Acess

Acess

No Acess

No Acess

Acess

Acess

Acess

Acess

Acess

Acess

Acess

Acess

Acess

S:A,B,US

S

No AcessNo Acess

No AcessNo Acess

No Acess

No Acess

Acess

Acess

This technique can help identify operational

issues prior to the actual implementation of

Oracle9i Label Security.
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Implementation

7KH�LPSOHPHQWDWLRQ�FDQ�EH�SHUIRUPHG�XVLQJ�2UDFOH�L�3ROLF\�0DQDJHU�RU�WKH
2UDFOH�L�/DEHO�6HFXULW\�$3,���7KH�$3,�FDQ�EH�XVHG�LQ�SODFH�RI�2UDFOH�L�3ROLF\
0DQDJHU�WR�SHUIRUP�DOO�2UDFOH�L�/DEHO�6HFXULW\�RSHUDWLRQV�

• )LUVW��SHUIRUP�WKH�DQDO\VLV�VWHSV�RXWOLQHG�DERYH

• 6HFRQG��FUHDWH�WKH�2UDFOH�L�/DEHO�6HFXULW\�3ROLF\

• 7KLUG��GHILQH�GDWD�ODEHO�FRPSRQHQWV�LQFOXGLQJ�OHYHOV��FRPSDUWPHQWV�DQG
JURXSV�XVLQJ�LQIRUPDWLRQ�JDWKHUHG�GXULQJ�DQDO\VLV

• )RXUWK��FUHDWH�YDOLG�GDWD�ODEHOV�IRU�WKH�SROLF\�XVLQJ�WKH�FRPSRQHQWV�GHILQHG
LQ�VWHS�WKUHH

• )LIWK��DVVLJQ�XVHU�SRSXODWLRQ�ODEHO�DXWKRUL]DWLRQV�DQG�DSSURSULDWH�2UDFOH�L
/DEHO�6HFXULW\�VSHFLDO�DXWKRUL]DWLRQV�XVLQJ�GDWD�JDWKHUHG�GXULQJ�DQDO\VLV

• 6L[WK��DSSO\�WKH�SROLF\�WR�WKH�DSSOLFDWLRQ�WDEOH���,I�OHJDF\�GDWD�H[LVWV�LQ�WKH
WDEOH��LW�PD\�EH�QHFHVVDU\�WR�DSSO\�WKH�SROLF\�WR�WKH�WDEOH�ZLWK�WKH�QR
FRQWURO�HQIRUFHPHQW�RSWLRQ�LQLWLDOO\���$IWHU�WKH�SROLF\�LV�DSSOLHG�WR�WKH�WDEOH�
WKH�VHQVLWLYLW\�ODEHO�ZLOO�EH�HPSW\�DQG�QR�GDWD�ZLOO�EH�YLVLEOH���3OHDVH�UHIHU�WR
WKH�VHFWLRQ�RQ�ODEHOLQJ�OHJDF\�GDWD

• 6HYHQWK��LI�QHFHVVDU\�XSGDWH�OHJDF\�GDWD�ZLWK�DSSURSULDWH�GDWD�ODEHOV

• (LJKW��DOWHU�WKH�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�DQG�VHW�DSSURSULDWH�SROLF\
HQIRUFHPHQW�RSWLRQV

Oracle9i Label Security Releasabilities

5HOHDVH���RI�2UDFOH�L�/DEHO�6HFXULW\�VXSSRUWV�UHOHDVDELOLWLHV��DGGLQJ�HYHQ�PRUH
IOH[LELOLW\�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�DFFHVV�FRQWURO�FDSDELOLWLHV��5HOHDVDELOLWLHV
KDYH�KLVWRULFDOO\�EHHQ�XVHG�LQ�JRYHUQPHQW�RUJDQL]DWLRQV�WR�FRQWURO�WKH
GLVVHPLQDWLRQ�RI�GDWD��5HOHDVH���RI�2UDFOH�L�/DEHO�6HFXULW\�PDNHV�WKLV�WHFKQRORJ\
DYDLODEOH�WR�FRPPHUFLDO�DQG�JRYHUQPHQW�RUJDQL]DWLRQV�RQ�ZLGHO\�XVHG��FRPPHUFLDO
RSHUDWLQJ�V\VWHPV���+LVWRULFDOO\��WKLV�WHFKQRORJ\�KDV�RQO\�EHHQ�DYDLODEOH�RQ�KLJKO\
VSHFLDOL]HG�RSHUDWLQJ�V\VWHPV��2UDFOH�L�/DEHO�6HFXULW\�XVHV�LQYHUVH�JURXSV�WR
LQGLFDWH�UHOHDVDELOLW\�RI�LQIRUPDWLRQ��WKH\�DUH�XVHG�WR�PDUN�WKH�GLVVHPLQDWLRQ�RI
GDWD��:KHQ�\RX�DGG�DQ�LQYHUVH�JURXS�WR�D�GDWD�ODEHO��WKH�GDWD�EHFRPHV�OHVV
FODVVLILHG���)RU�H[DPSOH��D�XVHU�ZLWK�LQYHUVH�JURXSV�8.��86�FDQQRW�DFFHVV�GDWD
ZKLFK�RQO\��KDV�LQYHUVH�JURXS�8.���$GGLQJ�86�WR�WKDW�GDWD�PDNHV�LW�DFFHVVLEOH�WR
DOO�XVHUV�ZLWK�WKH�LQYHUVH�JURXSV�8.��86���:KHQ�\RX�DVVLJQ�UHOHDVDELOLWLHV�WR�D�XVHU�
\RX�PDUN�WKH�FRPPXQLFDWLRQ�FKDQQHO�WR�WKH�XVHU��)RU�GDWD�WR�IORZ�DFURVV�WKH
FRPPXQLFDWLRQ�FKDQQHO��WKH�GDWD�UHOHDVDELOLWLHV�PXVW�GRPLQDWH�WKH�UHOHDVDELOLWLHV
DVVLJQHG�WR�WKH�XVHU���,Q�RWKHU�ZRUGV��UHOHDVDELOLWLHV�DVVLJQHG�WR�D�GDWD�UHFRUG�PXVW
FRQWDLQ�DOO�WKH�UHOHDVDELOLWLHV�DVVLJQHG�WR�D�XVHU���7KH�DGYDQWDJH�RI�UHOHDVDELOLWLHV�OLHV
LQ�WKHLU�SRZHU�WR�EURDGO\�GLVVHPLQDWH�LQIRUPDWLRQ��5HOHDVLQJ�GDWD�WR�WKH�HQWLUH

The API can be used in place of Oracle9i

Policy Manager to perform all Oracle9i

Label Security operations

Releasabilities add even more flexibility to

the Oracle9i Label Security access control

capabilities.
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PDUNHWLQJ�RUJDQL]DWLRQ�EHFRPHV�DV�VLPSOH�DV�DGGLQJ�WKH�0DUNHWLQJ�UHOHDVDELOLW\�WR
WKH�GDWD�UHFRUG���7KH�WHUP�LQYHUVH�JURXS�LV�XVHG�EHFDXVH�DQ�DGPLQLVWUDWRU�FDQ�QRZ
FUHDWH�DQ�2UDFOH�/DEHO�6HFXULW\�SROLF\�ZKLFK�XVHV�WKH�DFFHVV�FRQWURO�ORJLF�SURYLGHG
E\�VWDQGDUG�JURXSV�RU�GHFLGH�WR�FUHDWH�WKH�SROLF\�XVLQJ�LQYHUVH�JURXS�DFFHVV
FRQWURO�ORJLF�

Comparing Standard Groups and Inverse Groups

*URXSV�LQ�2UDFOH�/DEHO�6HFXULW\�LGHQWLI\�RUJDQL]DWLRQV�ZKLFK�RZQ�RU�DFFHVV�GDWD�
/LNH�VWDQGDUG�JURXSV��LQYHUVH�JURXSV�FRQWURO�WKH�GLVVHPLQDWLRQ�RI�LQIRUPDWLRQ�
+RZHYHU��WKH�EHKDYLRU�RI�LQYHUVH�JURXSV�GLIIHUV�IURP�2UDFOH�/DEHO�6HFXULW\
VWDQGDUG�JURXS�EHKDYLRU��%\�GHIDXOW��DOO�SROLFLHV�FUHDWHG�LQ�2UDFOH�/DEHO�6HFXULW\
XVH�WKH�VWDQGDUG�JURXS�EHKDYLRU���:KHQ�\RX�LQFOXGH�LQYHUVH�JURXSV�LQ�D�GDWD�ODEHO�
WKH�HIIHFW�LV�VLPLODU�WR�DVVLJQLQJ�ODEHO�FRPSDUWPHQW�DXWKRUL]DWLRQV�WR�D�XVHU��:KHQ
2UDFOH�/DEHO�6HFXULW\�HYDOXDWHV�ZKHWKHU�D�XVHU�FDQ�YLHZ�D�URZ�RI�GDWD�DVVLJQHG�D
ODEHO�ZLWK�LQYHUVH�JURXSV��LW�FKHFNV�WR�VHH�ZKHWKHU�WKH�GDWD��QRW�WKH�XVHU��KDV�WKH
DSSURSULDWH�JURXS�DXWKRUL]DWLRQV��GRHV�WKH�GDWD�KDYH�DOO�WKH�LQYHUVH�JURXSV
DVVLJQHG�WR�WKH�XVHU"�:LWK�VWDQGDUG�JURXSV��E\�FRQWUDVW��2UDFOH�/DEHO�6HFXULW\
FKHFNV�WR�VHH�ZKHWKHU�D�XVHU�LV�DXWKRUL]HG�IRU�DW�OHDVW�RQH�RI�WKH�JURXSV�DVVLJQHG�WR
D�URZ�RI�GDWD���&RQVLGHU�D�SROLF\�ZKLFK�FRQWDLQV���VWDQGDUG�JURXSV���(DVWHUQ�
:HVWHUQ��DQG�6RXWKHUQ���8VHU�·V�ODEHO�DXWKRUL]DWLRQV�LQFOXGH�WKH�JURXSV�(DVWHUQ
DQG�:HVWHUQ��$VVXPLQJ�8VHU��KDV�EHHQ�DVVLJQHG�WKH�DSSURSULDWH�OHYHO�DQG
FRPSDUWPHQW�DXWKRUL]DWLRQV�LQ�WKH�SROLF\��WKHQ�

• :LWK�VWDQGDUG�2UDFOH�/DEHO�6HFXULW\�JURXSV��8VHU��FDQ�YLHZ�DOO�GDWD�UHFRUGV
WKDW�KDYH�WKH�JURXS�(DVWHUQ��RU�WKH�JURXS�:HVWHUQ��RU�ERWK�(DVWHUQ�DQG
:HVWHUQ�

• :LWK�LQYHUVH�JURXSV��8VHU��FDQ�RQO\�YLHZ�GDWD�UHFRUGV�WKDW�KDYH��DW�D
PLQLPXP��DOO�WKH�JURXSV�DVVLJQHG�WR�WKH�XVHU��WKDW�LV��ERWK�(DVWHUQ�DQG
:HVWHUQ��6KH�FDQQRW�YLHZ�UHFRUGV�WKDW�KDYH�RQO\�WKH�(DVWHUQ�JURXS��RQO\�WKH
:HVWHUQ�JURXS��RU�WKDW�KDYH�QR�JURXSV�DW�DOO�

:KHQ�XVLQJ�VWDQGDUG�JURXSV��D�KLHUDUFKLFDO�UHODWLRQVKLS�FDQ�EH�FUHDWHG�E\
GHVLJQDWLQJ�D�SDUHQW�IRU�HDFK�JURXS���+RZHYHU��GHVLJQDWLQJ�KLHUDUFKLFDO
UHODWLRQVKLSV�EHWZHHQ�LQYHUVH�JURXSV�LV�QRW�SUDFWLFDO�EHFDXVH�RI�WKH�DFFHVV�FRQWURO
ORJLF�DVVRFLDWHG�ZLWK�WKH�FRQFHSW�RI�UHOHDVDELOLWLHV���7KHUHIRUH�ZKHQ�D�SROLF\�LV
FUHDWHG�DQG�WKH�LQYHUVH�JURXS�RSWLRQ�LV�VSHFLILHG��WKH�DELOLW\�WR�GHVLJQDWH�D�SDUHQW
IRU�D�SDUWLFXODU�JURXS�KDV�EHHQ�GLVDEOHG���$�SROLF\�FDQ·W�XVH�ERWK�VWDQGDUG�JURXSV
DQG�LQYHUVH�JURXSV���7KH�GHFLVLRQ�WR�XVH�VWDQGDUG�JURXSV�YHUVXV�LQYHUVH�JURXSV
QHHGV�WR�EH�GHFLGHG�EDVHG�RQ�EXVLQHVV�QHHGV�DQG�EHIRUH�WKH�SROLF\�LV�FUHDWHG���7KH
H[DPSOHV�FRQWDLQHG�LQ�WKLV�ZKLWHSDSHU�XVH�VWDQGDUG�JURXSV�

Labeling Legacy Data

2QFH�DQ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�LV�DSSOLHG�WR�DQ�DSSOLFDWLRQ�WDEOH�ZLWK�UHDG
FRQWURO��QR�URZV�ZLOO�EH�YLVLEOH�XQWLO�YDOLG�GDWD�ODEHOV�KDYH�EHHQ�DVVLJQHG�WR�HDFK
GDWD�URZ���6HYHUDO�PHWKRGV�H[LVW�IRU�ODEHOLQJ�GDWD�OHJDF\�GDWD�
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7KH�ILUVW�PHWKRG�IRU�ODEHOLQJ�OHJDF\�GDWD�LV�WR�VLPSO\�LVVXH�DQ�XSGDWH�VWDWHPHQW
DJDLQVW�WKH�EDVH�WDEOH�

UPDATE SALES SET SECLAB = char_to_label:(‘FINANCE’,’S’)

WHERE REGION_ID = 104;

7KLV�VWDWHPHQW�XSGDWHV�WKH�6$/(6�WDEOH�DQG�VHWV�WKH�SROLF\�ODEHO�FROXPQ�6(&/$%
HTXDO�WR�WKH�LQWHUQDO�ODEHO�WDJ�GHILQHG�IRU�6(16,7,9(�LQ�WKH�),1$1&(�SROLF\
DQG�6$/(6�FROXPQ�5(*,21B,'�LV�HTXDO�WR�����

7KH�VHFRQG�PHWKRG�IRU�ODEHOLQJ�OHJDF\�GDWD�LV�WR�VZLWFK�GDWDEDVH�FRQQHFWLRQV
GXULQJ�WKH�GDWD�ORDG�

CONNECT US_SALES_MGR

INSERT  INTO SALES (Col1, Col2, Col3) VALUES (‘ACME’,......);

CONNECT EU_SALES_MGR

INSERT INTO SALES (Col1, Col2, Col3) VALUES (‘WIDGET’,......);

,I�WKH�SROLF\�DSSOLHG�WR�WKH�6$/(6�WDEOH�LQFOXGHV�WKH�/$%(/B'()$8/7
HQIRUFHPHQW�RSWLRQ��WKH�XVHUV�GHIDXOW�52:/$%(/�YDOXH�ZLOO�EH�XVHG�WR�VHW�WKH
6(&/$%�FROXPQ�

7KH�WKLUG�PHWKRG�LV�WR�ZULWH�D�ODEHOLQJ�IXQFWLRQ�XVLQJ�3/�64/���2UDFOH�L�/DEHO
6HFXULW\�ODEHO�IXQFWLRQV�DUH�ZULWWHQ�LQ�3/�64/���$Q�H[DPSOH�RI�D�ODEHOLQJ�IXQFWLRQ
FDQ�EH�IRXQG�LQ�WKH�2UDFOH�L�/DEHO�6HFXULW\�DGPLQLVWUDWRU·V�JXLGH�DV�ZHOO�DV�LQ�WKH
GHPR�ILOH�VKLSSHG�ZLWK�WKH�2UDFOH�(QWHUSULVH�(GLWLRQ���2Q�81,;�RSHUDWLQJ
V\VWHPV�WKH�GHPR�ILOH�LV�FDOOHG�ROVGHPR�VTO�DQG�FDQ�EH�IRXQG�LQ�WKH�GLUHFWRU\
�25$&/(B+20(�UGEPV�GHPR���25$&/(B+20(�LV�DQ�HQYLURQPHQW
YDULDEOH�ZKLFK�SRLQWV�WR�WKH�LQVWDOO�ORFDWLRQ�RI�WKH�2UDFOH�L�(QWHUSULVH�(GLWLRQ�
7KH�ODEHOLQJ�IXQFWLRQ�FDQ�EH�DGGHG�WR�D�SROLF\�XVLQJ�DQ�2UDFOH�L�/DEHO�6HFXULW\
$3,�

7KH�ODEHO�IXQFWLRQ�FRXOG�DOVR�EH�ZULWWHQ�WR�UHWXUQ�DQ�2UDFOH�L�/DEHO�6HFXULW\�ODEHO
WDJ���7KLV�W\SH�RI�IXQFWLRQ�VKRXOG�QRW�EH�DGGHG�WR�DQ�2UDFOH�L�/DEHO�6HFXULW\
SROLF\�EHFDXVH�LW�GRHVQ·W�WKH�FRUUHFW�GDWD�W\SH���+RZHYHU��WKH�IXQFWLRQ�FRXOG�EH
FDOOHG�LQ�WKH�FRQWH[W�RI�DQ�XSGDWH�VWDWHPHQW�RQ�WKH�WDUJHW�DSSOLFDWLRQ�WDEOH�

UPDATE SALES SET SECLAB = My_Function(sales.region_id);

7KH�IRXUWK�PHWKRG�IRU�ODEHOLQJ�OHJDF\�GDWD�LV�WR�ZULWH�D�VWRUHG�SURFHGXUH�ZKLFK
XSGDWHV�WKH�DSSOLFDWLRQ�WDEOH�FROXPQ�DVVRFLDWHG�ZLWK�WKH�2UDFOH�L�/DEHO�6HFXULW\
SROLF\�
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Hiding the Oracle9i Label Security policy column

2UDFOH�L�/DEHO�6HFXULW\�UHTXLUHV�D�FROXPQ�QDPH�WR�EH�VSHFLILHG�ZKHQ�D�SROLF\�LV
FUHDWHG���:KHQ�WKH�SROLF\�LV�DSSOLHG�WR�DQ�DSSOLFDWLRQ�WDEOH��WKH�FROXPQ�QDPH
VSHFLILHG�GXULQJ�SROLF\�FUHDWLRQ�LV�DSSHQGHG�WR�WKH�DSSOLFDWLRQ�WDEOH���2UDFOH�L
/DEHO�6HFXULW\�KDV�DQ�RSWLRQ�WR�KLGH�WKH�SROLF\�FROXPQ�ZKHQ�WKH�SROLF\�LV�DGGHG�WR
DQ�DSSOLFDWLRQ�WDEOH���+LGLQJ�WKH�FROXPQ�FDXVHV�WKH�FROXPQ�WR�QRW�EH�GLVSOD\HG
GXULQJ�D�64/�3OXV�WDEOH�GHVFULEH�RSHUDWLRQ���+LGLQJ�WKH�FROXPQ�DOVR�DOORZV�64/
VWDWHPHQWV�ZKLFK�GR�QRW�VSHFLI\�FROXPQ�QDPHV�WR�FRQWLQXH�IXQFWLRQLQJ�HYHQ
WKRXJK�D�QHZ�FROXPQ�KDV�EHHQ�DGGHG�WR�WKH�DSSOLFDWLRQ�WDEOH�VSHFLILHG�LQ�WKH�64/
VWDWHPHQW�

,W·V�LPSRUWDQW�WR�QRWH�WKDW�WKH�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�FROXPQ�FDQ�SUH�H[LVW
LQ�DQ�DSSOLFDWLRQ�WDEOH�SULRU�WR�DSSOLFDWLRQ�RI�DQ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\���7R
WDNH�DGYDQWDJH�RI�WKLV�WKH�DSSOLFDWLRQ�WDEOH�FROXPQ�W\SH�PXVW�EH�QXPEHU�����
$SSOLFDWLRQV�FDQ�EH�GHVLJQHG�ZLWK�DQ�2UDFOH�L�/DEHO�6HFXULW\�FROXPQ�EXLOW�LQ�

Installing Oracle9i Label Security with Oracle9i

2UDFOH�L�/DEHO�6HFXULW\�LV�D�VHFXULW\�RSWLRQ�IRU�WKH�2UDFOH�L�(QWHUSULVH�(GLWLRQ�DQG
VKLSV�RQ�WKH�2UDFOH�L�(QWHUSULVH�(GLWLRQ�&'���2UDFOH�L�/DEHO�6HFXULW\�LV�LQVWDOOHG
E\�FKRRVLQJ�WKH�FXVWRP�LQVWDOODWLRQ�RSWLRQ�GXULQJ�WKH�2UDFOH�(QWHUSULVH�(GLWLRQ
LQVWDOODWLRQ���$IWHU�LQVWDOOLQJ�WKH�VRIWZDUH��WKH�GDWDEDVH�FRQILJXUDWLRQ�WRRO�PXVW�EH
UXQ�WR�FUHDWH�WKH�QHFHVVDU\�2UDFOH�L�/DEHO�6HFXULW\�GDWD�GLFWLRQDU\�REMHFWV�
2UDFOH�L�/DEHO�6HFXULW\�LV�DYDLODEOH�IRU�DOO�2UDFOH�L�(QWHUSULVH�(GLWLRQ�SODWIRUPV�

7KH�LQLWLDO�GDWDEDVH�DGPLQLVWUDWLRQ�DFFRXQW�IRU�2UDFOH�L�/DEHO�6HFXULW\�LV�DQ
DFFRXQW�FDOOHG�/%$&6<6���7KLV�DFFRXQW�LV�DXWRPDWLFDOO\�ORFNHG�GXULQJ�WKH
LQVWDOODWLRQ�RI�2UDFOH�L�/DEHO�6HFXULW\���7KH�DFFRXQW�FDQ�EH�XQORFNHG�E\�D�GDWDEDVH
DGPLQLVWUDWRU�

1RWH��2UDFOH�L�/DEHO�6HFXULW\�������LV�DYDLODEOH�IRU�6XQ�6SDUF�6RODULV�����ELW��RQO\
DQG�VKLSV�RQ�D�VHSDUDWH�&'�ZLWK�WKH�2UDFOH�L�(QWHUSULVH�&'�

Oracle9i Label Security has an option to

hide the policy column when the policy is

added to an application table.

Oracle9i Label Security is installed by

choosing the custom installation option

during the Oracle9i Enterprise Edition

installation.

Oracle9i Label Security  is available for all

Oracle9i Enterprise Edition platforms.
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Oracle9i Policy Manager

2UDFOH�L�3ROLF\�0DQDJHU�LV�WKH�QHZ�*8,�DGPLQLVWUDWLRQ�WRRO�IRU�ERWK�2UDFOH�L
/DEHO�6HFXULW\�DQG�WKH�2UDFOH�9LUWXDO�3ULYDWH�'DWDEDVH�IHDWXUHV����2Q�81,;
V\VWHPV��\RX�FDQ�W\SH�WKH�FRPPDQG�¶RHPDSS�RSP·���7KLV�FRPPDQG�ZLOO�ODXQFK
WKH�2UDFOH�L�3ROLF\�0DQDJHU�WRRO�

2UDFOH�L�/DEHO�6HFXULW\�SROLFLHV�FDQ�EH�PDQDJHG�XVLQJ�2UDFOH�L�3ROLF\�0DQDJHU�E\
FRQQHFWLQJ�DV�WKH�XVHU�/%$&6<6�RU�DQRWKHU�XVHU�ZLWK�DSSURSULDWH�SULYLOHJHV�

Oracle9i Label Security Delegated Administration

7KH�DFFRXQW�/%$&6<6�LV�WKH�SULPDU\�DGPLQLVWUDWLRQ�DFFRXQW�IRU�2UDFOH�L�/DEHO
6HFXULW\���+RZHYHU��RWKHU�XVHUV�FDQ�EH�JLYHQ�DXWKRUL]DWLRQV�WR�FUHDWH�DQG�PDQDJH
2UDFOH�L�/DEHO�6HFXULW\�SROLFLHV���:KHQ�DQ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�LV
FUHDWHG��D�QHZ�GDWDEDVH�UROH�LV�FUHDWHG���7KH�QDPH�RI�WKH�GDWDEDVH�UROH�LV
SROLF\QDPHB'%$����,Q�WKH�IROORZLQJ�FRGH��WKH�XVHU�/%$&6<6�FUHDWHV�D�SROLF\�DQG
JLYHV�WKH�XVHU�+5B,1)26(&�DXWKRUL]DWLRQV�WR�PDQDJH�SROLF\�ODEHO�FRPSRQHQWV
DQG�ODEHO�DXWKRUL]DWLRQV�

CONNECT LBACSYS

EXECUTE SA_SYSDBA.CREATE_POLICY('HR_SECURITY', ‘HR_LABEL’);

GRANT HR_DBA TO HR_INFOSEC;
GRANT EXECUTE ON sa_components TO sub_admin;
GRANT EXECUTE ON sa_user_admin TO sub_admin;
GRANT EXECUTE ON sa_label_admin TO sub_admin;
GRANT EXECUTE ON sa_policy_admin TO sub_admin;
GRANT EXECUTE ON sa_audit_admin TO sub_admin;

Enforcement Exemptions

2UDFOH�YLUWXDO�SULYDWH�GDWDEDVH�ILQH�JUDLQHG�DFFHVV�FRQWURO�SROLFLHV�DQG�2UDFOH�L
/DEHO�6HFXULW\�SROLFLHV�DUH�QRW�HQIRUFHG�GXULQJ�',5(&7�SDWK�H[SRUW���$OVR�
9LUWXDO�SULYDWH�GDWDEDVH�SROLFLHV�DQG�2UDFOH�L�/DEHO�6HFXULW\�SROLFLHV�FDQQRW�EH
DSSOLHG�WR�REMHFWV�LQ�VFKHPD�6<6����$V�D�FRQVHTXHQFH��WKH�6<6�XVHU�DQG�XVHUV
PDNLQJ�D�'%$�SULYLOHJHG�FRQQHFWLRQ�WR�WKH�GDWDEDVH��IRU�H[DPSOH�
&211(&7�$6�6<6'%$��GR�QRW�KDYH�93'�RU�2UDFOH�L�/DEHO�6HFXULW\�SROLFLHV
DSSOLHG�WR�WKHLU�DFWLRQV���'DWDEDVH�DGPLQLVWUDWRUV�QHHG�WR�EH�DEOH�WR�DGPLQLVWHU�WKH
GDWDEDVH���,W�ZRXOG�QRW�VXIILFH�WR�H[SRUW�SDUW�RI�D�WDEOH�GXH�WR�D�93'�SROLF\�EHLQJ
DSSOLHG���'DWDEDVH�XVHUV�ZKR�DUH�JUDQWHG�WKH�2UDFOH�L�(;(037�$&&(66
32/,&<�SULYLOHJH��GLUHFWO\�RU�WKURXJK�D�GDWDEDVH�UROH��DUH�H[HPSW�IURP�9LUWXDO
3ULYDWH�'DWDEDVH�DQG�2UDFOH�L�/DEHO�6HFXULW\�HQIRUFHPHQW���7KH�XVHUV�DUH�H[HPSW
IURP�9LUWXDO�3ULYDWH�'DWDEDVH�DQG�2UDFOH�L�/DEHO�6HFXULW\�HQIRUFHPHQW�UHJDUGOHVV
RI�WKH�H[SRUW�PRGH��DSSOLFDWLRQ��RU�XWLOLW\�XVHG�WR�H[WUDFW�GDWD�IURP�WKH�GDWDEDVH�
(;(037�$&&(66�32/,&<�SULYLOHJH�LV�D�SRZHUIXO�SULYLOHJH�DQG�VKRXOG�EH
FDUHIXOO\�PDQDJHG���7KH�(;(037�$&&(66�32/,&<�SULYLOHJH�GRHV�QRW�DIIHFW�WKH
HQIRUFHPHQW�RI�REMHFW�SULYLOHJHV�VXFK�DV�6(/(&7��,16(57��83'$7(��DQG
'(/(7(���7KHVH�SULYLOHJHV�DUH�HQIRUFHG�HYHQ�LI�D�XVHU�KDV�EHHQ�JUDQWHG�WKH
(;(037�$&&(66�32/,&<�SULYLOHJH�

Oracle9i Label Security policies can be

managed using Oracle9i Policy Manager by

connecting as the user LBACSYS or

another user with appropriate privileges.

Users can be given authorizations to create

and manage Oracle9i Label Security

policies.

Oracle virtual private database fine grained

access control policies and Oracle9i Label

Security policies are not enforced during

DIRECT path export.
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Performance Tuning

2UDFOH�L�/DEHO�6HFXULW\�LV�KLJKO\�RSWLPL]HG���2UDFOH�UHFRPPHQGV�FUHDWLQJ�D�ELWPDS
LQGH[�RQ�WKH�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�FROXPQ���7KH�SHUFHQWDJH�RI�XQLTXH
ODEHOV�FRPSDUHG�WR�WKH�QXPEHU�RI�GDWD�URZV�LQ�DQ�DSSOLFDWLRQ�WDEOH�LV�XVXDOO\�YHU\
ORZ���7KLV�IDFW�PDNHV�WKH�SROLF\�ODEHO�FROXPQ�DQ�LGHDO�FDQGLGDWH�IRU�ELWPDS
LQGH[HV�

Partitioning

7KH�2UDFOH�3DUWLWLRQLQJ�RSWLRQ�FDQ�EH�XVHG�LQ�FRQMXQFWLRQ�ZLWK�2UDFOH�L�/DEHO
6HFXULW\�WR�SDUWLWLRQ�GDWD�EDVHG�RQ�VHQVLWLYLW\�

&5($7(�7$%/(�(03/2<((
����(0312�180%(5�����&21675$,17�3.B(03/2<((�35,0$5<�.(<�
����(1$0(�9$5&+$5������
����-2%�9$5&+$5�����
����0*5�180%(5����
����+,5('$7(�'$7(�
����6$/�180%(5������
����&200�180%(5������
����'(3712�180%(5����
����+5B/$%(/�180%(5�����
����7$%/(63$&(�3(5)B'$7$
����6725$*(��LQLWLDO��0
����1(;7��0
����0,1(;7(176��
����0$;(;7(176�XQOLPLWHG�
����3$57,7,21�%<�5$1*(��KUBODEHO�
�����SDUWLWLRQ�V[��9$/8(6�/(66�7+$1��������12/2**,1*�
�����SDUWLWLRQ�V[��9$/8(6�/(66�7+$1��������
�����SDUWLWLRQ�V[��9$/8(6�/(66�7+$1����������

Oracle Advanced Security Enterprise Users

2UDFOH�L�/DEHO�6HFXULW\�VWRUHV�SROLF\�GHILQLWLRQV��YDOLG�ODEHOV�DQG�XVHU�ODEHO
DXWKRUL]DWLRQV�LQ�WKH�2UDFOH�L�(QWHUSULVH�(GLWLRQ�GDWDEDVH���2UDFOH�L�/DEHO
6HFXULW\�SURYLGHV�ODEHO�DXWKRUL]DWLRQ�JUDQXODULW\�WR�WKH�VKDUHG�VFKHPD���'LUHFWRU\
XVHUV�PDSSHG�WR�D�FRPPRQ�GDWDEDVH�VFKHPD�ZLOO��E\�GHIDXOW��DVVXPH�WKH�ODEHO
DXWKRUL]DWLRQ�SURILOH�HVWDEOLVKHG�IRU�WKH�FRPPRQ�GDWDEDVH�VFKHPD�QDPH�

:KHQ�DVVLJQLQJ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�ODEHO�DXWKRUL]DWLRQV�WR�D�XVHU��WKH
XVHU�QDPH�VSHFLILHG�GRHVQ·W�KDYH�WR�EH�D�GDWDEDVH�XVHU����)RU�H[DPSOH��WKH�XVHU
$&0(B0*5�VSHFLILHG�LQ�WKH�IROORZLQJ�2UDFOH�L�/DEHO�6HFXULW\�FRPPDQG�GRHVQ·W
KDYH�WR�EH�D�YDOLG�GDWDEDVH�XVHU�

SQL> execute sa_user_admin.set_user_labels

(’PRIVACY’,’ACME_MGR’,’HIGHLY_SENSITIVE::USWEST’);

The percentage of unique labels compared

to the number of data rows in an

application table is usually very low.

The Oracle Partitioning option can be used

in conjunction with Oracle9i Label Security

to partition data based on sensitivity.

Directory users mapped to a common

database schema will, by default, assume

the label authorization profile established

for the common database schema name.
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SET_ACCESS_PROFILE Command

2UDFOH�L�/DEHO�6HFXULW\�SURYLGHV�WKH�DELOLW\�IRU�DQ�DXWKRUL]HG�XVHU�WR�DVVXPH�DQ
2UDFOH�L�/DEHO�6HFXULW\�DXWKRUL]DWLRQ�SURILOH���7KH�IROORZLQJ�FRGH�XVHV�WKH
2UDFOH�L�/DEHO�6HFXULW\�6(7B$&&(66B352),/(�FRPPDQG�WR�DVVXPH�WKH
2UDFOH�L�/DEHO�6HFXULW\�SURILOH�FDOOHG�6&277�IRU�WKH�2UDFOH�L�/DEHO�6HFXULW\
SROLF\�35,9$&<�

SQL*Plus  username

SQL>  execute sa_session.set_access_profile (‘PRIVACY’,’ACME_MGR’);

SQL>  select * from emp;

7KH�DERYH�H[DPSOH�DVVXPHV�WKDW�WKH�XVHU�FRQQHFWLQJ�WR�WKH�GDWDEDVH�KDV�WKH
DSSURSULDWH�2UDFOH�L�/DEHO�6HFXULW\�DXWKRUL]DWLRQV�QHFHVVDU\�WR�H[HFXWH�WKH
6(7B$&&(66B352),/(�FRPPDQG���%\�H[HFXWLQJ�WKH
6(7B$&&(66B352),/(�FRPPDQG��KH�RU�VKH�DVVXPHV�WKH�2UDFOH�L�/DEHO
6HFXULW\�SURILOH�FDOOHG�6&277���:KHQ�WKH�64/�VWDWHPHQW

SQL>  SELECT * FROM EMP;

LV�H[HFXWHG��2UDFOH�ZLOO�ILUVW�YHULI\�WKH�GDWDEDVH�XVHU�KDV�WKH�DSSURSULDWH�REMHFW
SULYLOHJHV�RQ�WKH�WDEOH�(03���6HFRQG��IRU�HDFK�URZ�LQ�WKH�(03�WDEOH�UHWXUQHG�E\
WKH�TXHU\��2UDFOH�ZLOO�IXUWKHU�PHGLDWH�DFFHVV�EDVHG�RQ�WKH�2UDFOH�L�/DEHO�6HFXULW\
ODEHO�DXWKRUL]DWLRQV�GHILQHG�IRU�WKH�SURILOH�6&277�DQG�WKH�VHQVLWLYLW\�ODEHO
DVVLJQHG�WR�WKH�URZ��7KLV�WHFKQLTXH�LV�XVHG�WR�DVVXPH�WKH�2UDFOH�L�/DEHO�6HFXULW\
SURILOH�RI�XVHUV�ZKR�DUH�QRW�GHILQHG�LQ�WKH�GDWDEDVH�RU�LQ�WKH�GLUHFWRU\���$V�QRWHG
HDUOLHU��2UDFOH�L�/DEHO�6HFXULW\�GRHV�QRW�HQIRUFH�D�PDSSLQJ�EHWZHHQ�GDWDEDVH�XVHUV
DQG�WKH�XVHU�QDPH�VSHFLILHG�ZKHQ�HVWDEOLVKLQJ�ODEHO�DXWKRUL]DWLRQV���)RU�H[DPSOH�
LI�DQ�DSSOLFDWLRQ�XVHV�D�SUR[\�DFFRXQW�DUFKLWHFWXUH��WKH�DSSOLFDWLRQ�FDQ�XWLOL]H�RQH
RI�WKH�PDQ\�2UDFOH�6<6B&217(;7�YDULDEOHV�WR�GHWHUPLQH�ZKLFK�2UDFOH�L�/DEHO
6HFXULW\�SURILOH�VKRXOG�EH�VSHFLILHG�LQ�WKH�6(7B$&&(66B352),/(�FRPPDQG�
)RU�HQWHUSULVH�XVHUV�WKH�(;7(51$/B1$0(�6<6B&217(;7�YDOXH�FRXOG�EH
SDVVHG�WR�WKH�6(7B$&&(66B352),/(�FRPPDQG���7KH�2UDFOH�L�/DEHO�6HFXULW\
GHYHORSPHQW�WHDP�LV�ZRUNLQJ�RQ�HQKDQFHPHQWV�ZKLFK�ZLOO�DXWRPDWLFDOO\�VHW�WKH
2UDFOH�L�/DEHO�6HFXULW\�SURILOH�EDVHG�RQ�WKH�XVHU�GHILQHG�LQ�WKH�GLUHFWRU\�DQG�QRW
WKH�VKDUHG�VFKHPH�QDPH�

Additional Resources

3DUW���RI�WKH�2UDFOH�L�/DEHO�6HFXULW\�$GPLQLVWUDWRU·V�*XLGH�LV�HVVHQWLDO�UHDGLQJ�IRU
WKH�GHYHORSHU�RU�DGPLQLVWUDWRU�ZKR·V�QHZ�WR�2UDFOH�L�/DEHO�6HFXULW\���,W�SURYLGHV
DQ�RYHUYLHZ�RI�ODEHO�EDVHG�VHFXULW\��SROLFLHV��ODEHO�FRPSRQHQWV��ODEHO�V\QWD[��DFFHVV
PHGLDWLRQ�DQG�XVHU�DXWKRUL]DWLRQV���,Q�DGGLWLRQ�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\
$GPLQLVWUDWRU·V�*XLGH��DQ�RQ�GHPDQG�WUDLQLQJ�FODVV�LV�DYDLODEOH�RQ�WKH�2UDFOH
/HDUQLQJ�1HWZRUN���7KH�2UDFOH�7HFKQRORJ\�1HWZRUN��271��KDV�PDWHULDO�RQ
2UDFOH�L�/DEHO�6HFXULW\��2UDFOH�L�3ROLF\�0DQDJHU�DQG�RWKHU�2UDFOH�L�6HFXULW\
IHDWXUHV�
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APPENDIX A - ORACLE9I LABEL SECURITY SPECIAL USER
AUTHORIZATIONS

5($'��³��7KH�5($'�DXWKRUL]DWLRQ�DOORZV�D�XVHU�WR�DFFHVV�DOO�GDWD�SURWHFWHG�E\
2UDFOH�L�/DEHO�6HFXULW\��KRZHYHU��DFFHVV�PHGLDWLRQ�LV�VWLOO�HQIRUFHG�RQ�83'$7(�
,16(57�DQG�'(/(7(�RSHUDWLRQV���2UDFOH�L�/DEHO�6HFXULW\�PDNHV�QR�PHGLDWLRQ
FKHFN�RQ�6(/(&7�RSHUDWLRQV�

)8//�³�7KH�)8//�DXWKRUL]DWLRQ�WXUQV�RII�DOO�2UDFOH�L�/DEHO�6HFXULW\�DFFHVV
PHGLDWLRQ���$�XVHU�ZLWK�WKH�)8//�DXWKRUL]DWLRQ�FDQ�SHUIRUP�6(/(&7��83$7(�
,16(57�DQG�'(/(7(�RSHUDWLRQV�ZLWK�QR�ODEHO�DXWKRUL]DWLRQV���1RWH�WKDW�2UDFOH
6<67(0�DQG�2%-(&7�DXWKRUL]DWLRQV�DUH�VWLOO�HQIRUFHG���)RU�H[DPSOH��D�XVHU�PXVW
VWLOO�KDYH�6(/(&7�RQ�WKH�DSSOLFDWLRQ�WDEOH����7KH�)8//�DXWKRUL]DWLRQ�WXUQV�RII
WKH�DFFHVV�PHGLDWLRQ�FKHFN�DW�WKH�LQGLYLGXDO�URZ�OHYHO�

:5,7('2:1�³�7KH�:5,7('2:1�DXWKRUL]DWLRQ�DOORZV�D�XVHU�WR�PRGLI\�WKH
OHYHO�FRPSRQHQW�RI�D�ODEHO�DQG�ORZHU�WKH�VHQVLWLYLW\�RI�WKH�ODEHO���)RU�H[DPSOH�
DSSOLFDWLRQ�GDWD�ZKLFK�LV�ODEHOHG�7RS�6HFUHW��$OSKD��%HWD�FRXOG�EH�FKDQJHG�WR�6HFUHW�
$OSKD��%HWD���7KLV�DXWKRUL]DWLRQ�LV�RQO\�DSSOLFDEOH�WR�SROLFLHV�ZKLFK�XVH�WKH�ODEHO
XSGDWH�HQIRUFHPHQW�RSWLRQ�

:5,7(83�³�7KH�:5,7(83�DXWKRUL]DWLRQ�DOORZV�D�XVHU�WR�PRGLI\�WKH�OHYHO
FRPSRQHQW�RI�D�ODEHO�DQG�UDLVH�WKH�VHQVLWLYLW\�RI�WKH�ODEHO��)RU�H[DPSOH��DSSOLFDWLRQ
GDWD�ZKLFK�LV�ODEHOHG��6HFUHW��$OSKD��%HWD�FRXOG�EH�FKDQJHG�WR�7RS�6HFUHW��$OSKD��%HWD�
1RWH�WKDW�WKH�0D[LPXP�/HYHO�ODEHO�DXWKRUL]DWLRQ�DVVLJQHG�WR�WKH�XVHU�ZRXOG�OLPLW
PRGLILFDWLRQ���7KLV�DXWKRUL]DWLRQ�LV�RQO\�DSSOLFDEOH�WR�SROLFLHV�ZKLFK�XVH�WKH�ODEHO
XSGDWH�HQIRUFHPHQW�RSWLRQ�

:5,7($&5266��³�7KH�:5,7($&5266�DXWKRUL]DWLRQ�DOORZV�D�XVHU�WR�PRGLI\
WKH�FRPSDUWPHQWV�DQG�JURXSV�LQ�D�ODEHO�WR�DQ\�YDOLG�FRPSDUWPHQW�DQG�JURXS
GHILQHG�LQ�2UDFOH�L�/DEHO�6HFXULW\�IRU�WKH�SROLF\���)RU�H[DPSOH��LI�DSSOLFDWLRQ�GDWD
ZKLFK�LV�ODEHOHG�6HFUHW��$OSKD��%HWD�FRXOG�EH�PRGLILHG�WR�6HFUHW��$OSKD��%HWD��'HOWD
HYHQ�WKRXJK�WKH�XVHU�ZDV�QRW�DXWKRUL]HG�IRU�WKH�'HOWD�FRPSDUWPHQW���7KLV
DXWKRUL]DWLRQ�LV�RQO\�DSSOLFDEOH�WR�SROLFLHV�ZKLFK�XVH�WKH�ODEHO�XSGDWH�HQIRUFHPHQW
RSWLRQ�

352),/(�$&&(66�³�7KH�352),/(�$&&(66�DXWKRUL]DWLRQ�DOORZV�D�XVHU�WR
DVVXPH�WKH�2UDFOH�L�/DEHO�6HFXULW\�DXWKRUL]DWLRQV�RI�DQRWKHU�XVHU���)RU�H[DPSOH�
XVHU�6FRWW�ZKR�KDV�DFFHVV�WR�FRPSDUWPHQWV�$�%��DQG�&�FRXOG�DVVXPH�WKH�SURILOH�RI
XVHU�-RH�ZKR�KDV�DFFHVV�WR�FRPSDUWPHQWV�$�%��&�DQG�'���7KLV�IXQFWLRQDOLW\�PLJKW
EH�XVHIXO�LQ�DQ�HQYLURQPHQW�ZKHUH�DQ�DSSOLFDWLRQ�XVHV�D�VLQJOH�DSSOLFDWLRQ�DFFRXQW
IRU�DOO�DSSOLFDWLRQ�XVHUV���7KH�DSSOLFDWLRQ�DFFRXQW�FRXOG�XVH�WKH�352),/(
$&&(66�DXWKRUL]DWLRQ�WR�LPPHGLDWHO\�DVVXPH�D�GHVLJQDWHG�ODEHO�VHFXULW\�SURILOH
ZKHQ�DQ�DSSOLFDWLRQ�XVHUV�FRQQHFWV�WR�WKH�V\VWHP�
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APPENDIX B - ORACLE9I LABEL SECURITY POLICY ENFORCEMENT
OPTIONS

2UDFOH�L�/DEHO�6HFXULW\�SROLF\�HQIRUFHPHQW�RSWLRQV�FDQ�EH�FXVWRPL]HG�IRU�HDFK
SROLF\���)RU�H[DPSOH��D��+XPDQ�5HVRXUFHV�SROLF\�DQG�D�'HIHQVH�SROLF\�FDQ�H[LVW�LQ
WKH�VDPH�2UDFOH�GDWDEDVH�DQG�SURYLGH�GLIIHUHQW�GHJUHHV�RI�SURWHFWLRQ���7KH
+XPDQ�5HVRXUFHV�DSSOLFDWLRQ�PLJKW�XVH�WKH�5($'�&21752/�RSWLRQ�DQG�WKH
'HIHQVH�SROLF\�PLJKW�XVH�WKH�5($'�&21752/�DQG�:5,7(�&21752/
RSWLRQV�

5($'�&21752/�³�$SSOLHV�SROLF\�HQIRUFHPHQW�WR�DOO�TXHULHV��RQO\�DXWKRUL]HG
URZV�DUH�DFFHVVLEOH�IRU�6(/(&7��83'$7(��DQG�'(/(7(�RSHUDWLRQV�

,16(57�&21752/�³�$SSOLHV�SROLF\�HQIRUFHPHQW�WR�,16(57�RSHUDWLRQV�
DFFRUGLQJ�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�DOJRULWKP�IRU�ZULWH�DFFHVV�

83'$7(�&21752/�³�$SSOLHV�SROLF\�HQIRUFHPHQW�WR�83'$7(�RSHUDWLRQV�RQ
WKH�GDWD�FROXPQV�ZLWKLQ�D�URZ��DFFRUGLQJ�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�DOJRULWKP
IRU�ZULWH�DFFHVV�

'(/(7(�&21752/�³�$SSOLHV�SROLF\�HQIRUFHPHQW�WR�'(/(7(�RSHUDWLRQV�
DFFRUGLQJ�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�DOJRULWKP�IRU�ZULWH�DFFHVV�

:5,7(�&21752/�³��'HWHUPLQHV�WKH�DELOLW\�WR�,16(57��83'$7(��DQG
'(/(7(�GDWD�LQ�D�URZ��,I�WKLV�RSWLRQ�LV�VHW��LW�HQIRUFHV�,16(57B&21752/�
83'$7(B&21752/��DQG�'(/(7(B&21752/�

/$%(/�'()$8/7��³�,I�WKH�XVHU�GRHV�QRW�H[SOLFLWO\�VSHFLI\�D�ODEHO�RQ�,16(57�
WKH�XVHUV�GHIDXOW�URZ�ODEHO�YDOXH�LV�XVHG���%\�GHIDXOW��WKH�URZ�ODEHO�YDOXH�LV�FRPSXWHG
LQWHUQDOO\�E\�2UDFOH�L�/DEHO�6HFXULW\�XVLQJ�WKH�ODEHO�DXWKRUL]DWLRQ�YDOXHV�VSHFLILHG
IRU�WKH�XVHU���$�XVHU�FDQ�VHW�WKH�URZ�ODEHO�LQGHSHQGHQWO\��EXW�RQO\�WR�

$�OHYHO�ZKLFK�LV�OHVV�WKDQ�RU�HTXDO�WR�WKH�OHYHO�RI�WKH�VHVVLRQ�ODEHO��DQG�JUHDWHU�WKDQ
RU�HTXDO�WR�WKH�XVHU·V�PLQLPXP�OHYHO�

,QFOXGH�D�VXEVHW�RI�WKH�FRPSDUWPHQWV�DQG�JURXSV�IURP�WKH�VHVVLRQ�ODEHO��IRU�ZKLFK
WKH�XVHU�LV�DXWKRUL]HG�WR�KDYH�ZULWH�DFFHVV�

/$%(/�83'$7(�³�$SSOLHV�SROLF\�HQIRUFHPHQW�WR�83'$7(�RSHUDWLRQV�WKDW
VHW�RU�FKDQJH�WKH�YDOXH�RI�D�ODEHO�DWWDFKHG�WR�D�URZ���7KH�:5,7(83�
:5,7('2:1��DQG�:5,7($&5266�SULYLOHJHV�DUH�RQO\�HQIRUFHG�LI�WKH
/$%(/B83'$7(�RSWLRQ�LV�VHW�

/$%(/�&+(&.�³��$SSOLHV�5($'B&21752/�SROLF\�HQIRUFHPHQW�WR
,16(57�DQG�83'$7(�VWDWHPHQWV�WR�DVVXUH�WKDW�WKH�QHZ�URZ�ODEHO�LV�UHDG�
DFFHVVLEOH�E\�WKH�XVHU�DIWHU�DQG�,16(57�RU�83'$7(�VWDWHPHQW�

12�&21752/�³��$SSOLHV�QR�HQIRUFHPHQW�RSWLRQV��$�ODEHOLQJ�IXQFWLRQ�RU�D
64/�SUHGLFDWH�FDQ�QRQHWKHOHVV�EH�DSSOLHG�
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APPENDIX C - ORACLE9I LABEL SECURITY USER AUTHORIZATIONS

2UDFOH�L�/DEHO�6HFXULW\�XVHU�DXWKRUL]DWLRQV�PXVW�EH�HVWDEOLVKHG�E\�D�VHFXULW\
DGPLQLVWUDWRU�EHIRUH�DQ�DSSOLFDWLRQ�XVHU�FDQ�DFFHVV�DQ�DSSOLFDWLRQ�WDEOH�SURWHFWHG
E\�2UDFOH�L�/DEHO�6HFXULW\���2UDFOH�L�/DEHO�6HFXULW\�XVHU�ODEHO�DXWKRUL]DWLRQV�DUH
GHILQHG�DV�IROORZV�

0D[LPXP�/HYHO�³�7KH�PD[LPXP�VHQVLWLYLW\�OHYHO�D�XVHU�LV�DXWKRUL]HG�WR�DFFHVV���,Q
D�KRVWLQJ�HQYLURQPHQW�RQO\�VLQJOH�OHYHO�PD\�H[LVW���,Q�JRYHUQPHQW�DQG�GHIHQVH
HQYLURQPHQWV�IRXU�RU�ILYH�OHYHOV�PLJKW�EH�GHILQHG�

0LQLPXP�/HYHO��³�7KH�PLQLPXP�VHQVLWLYLW\�OHYHO�D�XVHU�LV�DXWKRUL]HG�WR�ZULWH�GDWD�
)RU�H[DPSOH��DQ�DGPLQLVWUDWRU�FDQ�SUHYHQW�XVHUV�IURP�ODEHOLQJ�GDWD�DV�3XEOLF�RU
,QWHUQHW�E\�DVVLJQLQJ�D�PLQLPXP�OHYHO�RI�&RPSDQ\�&RQILGHQWLDO�

'HIDXOW�/HYHO��³�7KH�OHYHO�XVHG�E\�GHIDXOW�ZKHQ�D�XVHU�FRQQHFWV�WR�WKH�GDWDEDVH�
)RU�H[DPSOH��D�XVHU�FDQ�VHW�KLV�RU�KHU�GHIDXOW�OHYHO�WR�6HFUHW����:KHQ�KH�RU�VKH
FRQQHFWV�WR�WKH�V\VWHP��WKH�GHIDXOW�OHYHO�ZLOO�EH�LQLWLDOL]HG�WR�6HFUHW�

5RZ�/HYHO��³��7KH�OHYHO�XVHG�WR�ODEHO�GDWD�LQVHUWHG�LQWR�WKH�GDWDEDVH�E\�WKH�XVHU
WKURXJK�WKH�DSSOLFDWLRQ�RU�GLUHFWO\�WKURXJK�D�WRRO�VXFK�DV�64/3OXV�

5HDG�&RPSDUWPHQWV��³��7KH�VHW�RI�FRPSDUWPHQWV�DVVLJQHG�WR�WKH�XVHU�DQG�XVHG
GXULQJ�5($'�DFFHVV�PHGLDWLRQ���)RU�H[DPSOH��LI�D�XVHU�KDV�FRPSDUWPHQWV�$�%�DQG
&��KH�FRXOG�YLHZ�GDWD�ZKLFK�KDV�FRPSDUWPHQWV�$�DQG�%�EXW�QRW�GDWD�ZKLFK�KDV
FRPSDUWPHQWV�$�%�&�DQG�'���7KH�UHDG�DOJRULWKP�ZLOO�EH�GHILQHG�LQ�WKH�QH[W
VHFWLRQ�

:ULWH�&RPSDUWPHQWV��³�7KH�VHW�RI�FRPSDUWPHQWV�DVVLJQHG�WR�WKH�XVHU�DQG�XVHG
GXULQJ�:5,7(�DFFHVV�PHGLDWLRQ���)RU�H[DPSOH��D�XVHU�FRXOG�EH�JLYHQ�5($'�DQG
:5,7(�DFFHVV�WR�FRPSDUWPHQWV�$�DQG�%�EXW�5($'�21/<�DFFHVV�WR
FRPSDUWPHQW�&���,I�DQ�DSSOLFDWLRQ�UHFRUG�ZDV�ODEHOHG�ZLWK�FRPSDUWPHQWV�$�%�DQG
&��WKH�XVHU�ZRXOG�QRW�EH�DOORZHG�WR�XSGDWH�WKH�UHFRUG�EHFDXVH�KH�RU�VKH�GRHV�QRW
KDYH�:5,7(�DFFHVV�RQ�FRPSDUWPHQW�&�

5HDG�*URXSV��³��7KH�VHW�RI�JURXSV�DVVLJQHG�WR�WKH�XVHU�DQG�XVHG�GXULQJ�5($'
DFFHVV�PHGLDWLRQ���)RU�H[DPSOH��LI�D�XVHU�KDG�WKH�JURXS�0DQDJHU��KH�FRXOG�YLHZ�GDWD
ZKLFK�KDV�WKH�0DQDJHU�JURXS�EXW�QRW�GDWD�ZKLFK�KDG�WKH�6HQLRU�93�JURXS���7KH
UHDG�DOJRULWKP�ZLOO�EH�GHILQHG�LQ�WKH�QH[W�VHFWLRQ�

:ULWH�*URXSV��³�7KH�VHW�RI�JURXSV�DVVLJQHG�WR�WKH�XVHU�DQG�XVHG�GXULQJ�:5,7(
DFFHVV�PHGLDWLRQ���)RU�H[DPSOH��D�XVHU�FRXOG�EH�JLYHQ�5($'�DQG�:5,7(�DFFHVV
WR�JURXS�6HQLRU�93�EXW�5($'�21/<�DFFHVV�WR�JURXS�0DQDJHU���,I�DQ�DSSOLFDWLRQ
UHFRUG�ZDV�ODEHOHG�ZLWK�D�VLQJOH�JURXS��0DQDJHU��WKH�XVHU�ZRXOG�QRW�EH�DOORZHG�WR
XSGDWH�WKH�UHFRUG�EHFDXVH�KH�RU�VKH�GRHV�QRW�KDYH�:5,7(�DFFHVV�RQ�WKH�0DQDJHU
JURXS�
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APPENDIX D - APPLICATION ANALYSIS CASE STUDY

Introduction

.H\�WR�WKH�VXFFHVV�RI�DQ\�HQWHUSULVH�VHFXULW\�DUFKLWHFWXUH�LV�LGHQWLI\LQJ�WKH
FRPSRQHQWV�ZKLFK�QHHG�DGGHG�VHFXULW\�SURWHFWLRQ����5RZ�OHYHO�VHFXULW\�LV�QR
H[FHSWLRQ���7\SLFDOO\��RQO\�D�VPDOO�SHUFHQWDJH�RI�WDEOHV�LQ�DQ�DSSOLFDWLRQ�ZLOO�UHTXLUH
VRSKLVWLFDWHG�URZ�OHYHO�VHFXULW\���7KH�IROORZLQJ�RXWOLQHV�WKH�VWHSV�LQ�WKH
LPSOHPHQWDWLRQ�RI�D�QHZ�VHFXULW\�SROLF\�XVLQJ�2UDFOH�L�/DEHO�6HFXULW\�

Business Scenario and Analysis

$&0(�&RUSRUDWLRQ��D�OHDGHU�LQ�HQHUJ\�H[SORUDWLRQ��KDV�GHFLGHG�WR�FHQWUDOL]H
WZHQW\�FRUSRUDWH�GDWDEDVHV�GLVWULEXWHG�WKURXJKRXW�WKH�ZRUOG���7KH�WZHQW\
GDWDEDVHV�ZLOO�EH�UHSODFHG�E\�WZR�GDWDEDVHV�ORFDWHG�LQ�1RUWK�$PHULFD��RQH�RI
ZKLFK�ZLOO�VHUYH�DV�WKH�KRW�EDFNXS���7KLV�FRQVROLGDWLRQ�ZLOO�VDYH�$&0(�HQRUPRXV
VXPV�RI�PRQH\�DQG�SURPLVHV�WR�LQFUHDVH�PDUJLQV�GUDPDWLFDOO\����+RZHYHU��$&0(
FXUUHQWO\�UHOLHV�RQ�SK\VLFDO�VHSDUDWLRQ�DV�D�NH\�HOHPHQW�LQ�LWV�VHFXULW\�SROLF\���7KH
H[LVWLQJ�WZHQW\�GDWDEDVHV�UHSUHVHQW�LQGLYLGXDO�HQHUJ\�H[SORUDWLRQ�WHUULWRULHV���7KH
WZHQW\�H[SORUDWLRQ�GDWDEDVHV�DUH�VXEGLYLGHG�LQWR�IRXU�JOREDO�UHJLRQV��HDFK
FRQWDLQLQJ�ILYH�H[SORUDWLRQ�WHUULWRULHV���)LQDOO\��WKH�JOREDO�HQWHUSULVH�UHJLRQ
HQFRPSDVVHV�WKH�IRXU�JOREDO�UHJLRQV��SURGXFLQJ�D�ZRUOGZLGH�YLHZ�

7KH�$&0(�,7�VHFXULW\�GHSDUWPHQW�LV�YHU\�FRQFHUQHG�DERXW�WKH�FHQWUDO
FRQVROLGDWLRQ�DQG�LWV�DELOLW\�WR�SURYLGH�WKH�VDPH�JUDQXODU�DFFHVV�FRQWURO�SURYLGHG
E\�WKH�GLVWULEXWHG�PRGHO���7KH�$&0(�,7�GHSDUWPHQW�KDV�GHFLGHG�WR�XVH�2UDFOH
IRU�WKH�WZR�QHZ�FHQWUDOL]HG�VHUYHUV���,Q�DGGLWLRQ��WKH�$&0(�,7�GHSDUWPHQW�KDV
MXVW�VWDUWHG�WKH�DQDO\VLV�SURFHVV�WR�GHWHUPLQH�WKH�LPSDFW�RI�FRQVROLGDWLRQ�RQ�WKH
FXUUHQW�DSSOLFDWLRQ��7KH�$&0(�,7�GHSDUWPHQW�KDV�WKUHH�JRDOV�

���� ,QFUHDVHG�VHFXULW\

���� $SSOLFDWLRQ�PRGLILFDWLRQ�PXVW�EH�PLQLPL]HG

���� $FFHVV�FRQWUROV�ZKLFK�H[LVW�LQ�WKH�FXUUHQW�GLVWULEXWHG�PRGHO�PXVW�EH
PDLQWDLQHG�LQ�WKH�QHZ�FHQWUDOL]HG�GHVLJQ
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Scheme Analysis

7KH�ILUVW�VWHS�LV�WR�DQDO\]H�WKH�DSSOLFDWLRQ�DQG�GHWHUPLQH�ZKLFK�WDEOHV�UHTXLUH
DGGHG�VHFXULW\�SURWHFWLRQ���$IWHU�DQDO\]LQJ�WKH�QHZ�SROLFLHV��WKH�$&0(�,7
GHSDUWPHQW�GHWHUPLQHV�WKDW�WKH�)$&,/,7<�WDEOH�LV�WKH�SULQFLSDO�WDEOH�QHHGLQJ�URZ
OHYHO�VHFXULW\���2WKHU�WDEOHV�FDQ�EH�SURWHFWHG�XVLQJ�WUDGLWLRQDO�2UDFOH�V\VWHP�DQG
REMHFW�SULYLOHJHV�

Data Level Analysis

7KH�VHFRQG�VWHS�LV�WR�H[DPLQH�WKH�GDWD�LQ�WKH�WZR�WDEOHV�DQG�GHWHUPLQH�WKH
VHQVLWLYLW\�OHYHOV�RI�WKH�GDWD���$IWHU�FRPSOHWLQJ�WKLV�WDVN��WKH�VHFXULW\�DGPLQLVWUDWRU
LGHQWLILHV�WKUHH�VHQVLWLYLW\�OHYHOV�

,17(51$/

6(16,7,9(

+,*+/<�6(16,7,9(

Data Group Analysis

7KH�WKLUG�VWHS�LV�WR�DQDO\]H�WKH�GDWD�DQG�GHWHUPLQH�ZKDW�DFFHVV�FRQWURO�JURXSV
H[LVW�DV�ZHOO�DV�DQ\�DFFHVV�FRQWURO�JURXS�KLHUDUFKLHV���7KH�VHFXULW\�DGPLQLVWUDWRU
LGHQWLILHV�WKH�IROORZLQJ�JURXSV�

7HUULWRULHV���WKURXJK���

Compartment Analysis

7KH�IRXUWK�VWHS�LV�WR�DQDO\]H�WKH�GDWD�DQG�GHWHUPLQH�LI�FRPSDUWPHQWV�DUH�QHFHVVDU\
WR�LPSOHPHQW�WKH�SROLF\���$&0(�KDV�GHFLGHG�QRW�WR�XVH�FRPSDUWPHQWV�IRU�WKLV
VHFXULW\�LPSOHPHQWDWLRQ�EHFDXVH�WKH�OHYHO�DQG�JURXS�IXQFWLRQDOLW\�LV�VXIILFLHQW�

User Community Analysis

7KH�ILIWK�VWHS�LV�WR�H[DPLQH�WKH�$&0(�&RUSRUDWLRQ�XVHU�FRPPXQLW\�DQG�GHILQH
JURXSV���7KH�IROORZLQJ�XVHU�FRPPXQLW\�JURXSV�DUH�LGHQWLILHG�

7HUULWRU\�0DQDJHUV

5HJLRQDO�0DQDJHUV

&RUSRUDWLRQ�0DQDJHUV

Special Access Requirements

7KH�VL[WK�VWHS�LV�WR�H[DPLQH�WKH�DSSOLFDWLRQ�DQG�GHWHUPLQH�ZKHWKHU�DQ\�VSHFLDO
DFFHVV�DXWKRUL]DWLRQV�DUH�UHTXLUHG�IRU�EXVLQHVV�UHSRUWV�RU�VSHFLDO�SURFHVVLQJ�WDVNV�
2UDFOH�L�/DEHO�6HFXULW\�KDV�DQ�DUUD\�RI�SULYLOHJHV�ZKLFK�DOORZ�GDWD�WR�EH�DFFHVVHG
RXWVLGH�WKH�DXWKRUL]HG�UDQJH�RI�DFFHVV���7KH�SULYLOHJHV�FDQ�EH�JUDQWHG�WR�XVHUV�RU
VWRUHG�SURJUDP�XQLWV���$&0(�FRUSRUDWH�PDQDJHUV�KDYH�DVNHG�WKH�,7�GHSDUWPHQW
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WR�EXLOG�D�VSHFLDO�PHFKDQLVP�LQ�WKH�FHQWUDOL]HG�GDWDEDVH�ZKLFK�ZLOO�DOORZ�FRUSRUDWH
PDQDJHUV�WR�HDVLO\�YHULI\�WKH�DFFHVV�DELOLWLHV�RI�VXERUGLQDWH�HPSOR\HHV���7KH
2UDFOH�L�/DEHO�6HFXULW\�352),/(B$&&(66�SULYLOHJH�ZLOO�SURYLGH�WKLV�FDSDELOLW\�

Review and Document

7KH�VHYHQWK�VWHS�LV�WR�UHYLHZ�DQG�YHULI\�WKH�LQIRUPDWLRQ�JDWKHUHG���7KLV�PD\
LQYROYH�UHSHDWLQJ�WKH�DERYH�SURFHVV�DQG�UHYLHZLQJ�WKH�LQIRUPDWLRQ�JDWKHUHG�ZLWK
YDULRXV�GHSDUWPHQWV���,Q�RXU�VFHQDULR��DV�LQ�RWKHUV��LW�LV�LPSRUWDQW�WR�FRPSDUH�WKH
LQIRUPDWLRQ�FROOHFWHG�GXULQJ�GDWD�JURXS�DQDO\VLV�ZLWK�WKH�LQIRUPDWLRQ�FROOHFWHG
GXULQJ�XVHU�FRPPXQLW\�DQDO\VLV���,Q�DGGLWLRQ��WKH�LQIRUPDWLRQ�FROOHFWHG�GXULQJ�GDWD
OHYHO�DQDO\VLV�VKRXOG�EH�FRPSDUHG�ZLWK�WKH�LQIRUPDWLRQ�JDWKHUHG�GXULQJ�XVHU
FRPPXQLW\�DQDO\VLV���:K\�LV�WKLV�LPSRUWDQW"��,I�QRW�GRQH�FRUUHFWO\��WKH�XVHU
FRPPXQLW\�DXWKRUL]HG�WR�DFFHVV�WKH�GDWD�PD\�EH�SUHYHQWHG�IURP�GRLQJ�VR���7KUHH
SRWHQWLDO�VFHQDULRV�H[LVW�ZKLFK�FDQ�FDXVH�WKLV�SUREOHP���)LUVW��WKH�XVHU�FRPPXQLW\
KDV�QRW�EHHQ�JLYHQ�WKH�DSSURSULDWH�DXWKRUL]DWLRQV���6HFRQG��GDWD�KDV�EHHQ�DVVLJQHG
DQ�LQFRUUHFW�VHQVLWLYLW\�ODEHO�RU�RYHU�FODVVLILHG����7KLUG��DSSOLFDWLRQ�XVHUV�RU�VWRUHG
SURJUDP�XQLWV�KDYH�QRW�EHHQ�JLYHQ�WKH�DSSURSULDWH�2UDFOH�L�/DEHO�6HFXULW\
SULYLOHJH�DXWKRUL]DWLRQV�LGHQWLILHG�GXULQJ�DQDO\VLV�

)LQDOO\��WKH�DQDO\VLV�DQG�GDWD�JDWKHUHG�GXULQJ�WKH�DQDO\VLV�VKRXOG�EH�GRFXPHQWHG
DQG�LQFRUSRUDWHG�LQWR�WKH�HQWHUSULVH�VHFXULW\�SROLF\�
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IMPLEMENTATION

Step 1 - Define the policy

7KH�ILUVW�VWHS�LQ�LPSOHPHQWLQJ�WKH�QHZ�SROLF\�LV�WR�GHILQH�D�SROLF\�XVLQJ�2UDFOH�L
3ROLF\�0DQDJHU���&UHDWLQJ�WKH�SROLF\�ZLWK�2UDFOH�L�3ROLF\�0DQDJHU�LV�DV�VLPSOH�DV
VSHFLI\LQJ�D�GHVFULSWLYH�QDPH�IRU�WKH�SROLF\�DV�ZHOO�DV�D�FROXPQ�QDPH�IRU�WKH�SROLF\
WR�XVH���,Q�WKLV�FDVH��D�SROLF\�FDOOHG�$&0(B*/2%$/��LV�FUHDWHG���1RWH�WKDW�WKH
FROXPQ�VSHFLILHG�FDQ�EH�VSHFLILHG�DV�KLGGHQ�
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Step 2 - Define Level components

'HILQH�WKH�GDWD�OHYHOV�LGHQWLILHG�GXULQJ�DQDO\VLV�
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Step 3 - Define Group Components

'HILQH�WKH�JURXSV�LGHQWLILHG�GXULQJ�XVHU�FRPPXQLW\�DQG�GDWD�DQDO\VLV���1RWLFH�WKH
KLHUDUFK\�ZKLFK�HVWDEOLVKHG�E\�VSHFLI\LQJ�SDUHQW�YDOXHV����$�JRRG�SUDFWLFH�LV�WR
GHILQH�DOO�JURXSV�SULRU�WR�VHWWLQJ�WKH�SDUHQW�YDOXH�

A good practice is to define all groups prior

to setting the parent value
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Step 4 - Define valid sensitivity labels

6HQVLWLYLW\�ODEHOV�DUH�FUHDWHG�E\�VHOHFWLQJ�IURP�WKH�GHILQHG�FRPSRQHQWV�DQG
DVVLJQLQJ�D�ODEHO�WDJ�YDOXH�
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1RWLFH�WKDW�ODEHOV�LQ�WKH�OHYHO�,QWHUQDO�DUH�LQ�WKH�����������UDQJH�DQG�ODEHOV�LQ�WKH
6HQVLWLYH�UDQJH�DUH�LQ�WKH�����������UDQJH�
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Step 5 - Apply ACME_GLOBAL  policy to tables

$W�WKLV�SRLQW�WKH�SROLF\�FDQ�EH�DSSOLHG�WR�WKH�WDEOHV�LGHQWLILHG�GXULQJ�WKH�DQDO\VLV
VWDJH���,Q�WKLV�VFHQDULR��WKH�IDFLOLW\�WDEOH�LV�SURWHFWHG�
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Step 6 -  Set ACME_GLOBAL policy enforcement options

:KHQ�D�SROLF\�LV�DSSOLHG�WR�D�WDEOH��WKH�GHJUHH�RI�HQIRUFHPHQW�FDQ�EH�FXVWRPL]HG
WR�WKH�LQGLYLGXDO�QHHGV�RI�WKH�HQWHUSULVH����+HUH�WKH�SROLF\�RSWLRQV�VHOHFWHG�DUH
5($'B&21752/��/$%(/B'()$8/7�DQG��&+(&.B&21752/���3OHDVH
UHIHU�WR�WKH�2UDFOH�L�/DEHO�6HFXULW\�IHDWXUH�RYHUYLHZ�DQG�DGPLQLVWUDWRU·V�JXLGH�IRU
D�FRPSOHWH�GHVFULSWLRQ�RI�WKH�YDULRXV�HQIRUFHPHQW�RSWLRQV�
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Step 7 -  Set ACME_GLOBAL policy optional predicate

2UDFOH�L�/DEHO�6HFXULW\�DOORZV�DQ�DGGLWLRQDO�ZKHUH�FRQGLWLRQDO�WR�EH�DGGHG�DQG
HYDOXDWHG�LQ�DGGLWLRQ�WR�WKH�ODEHO�EDVHG�DFFHVV�FRQWURO���)RU�H[DPSOH��DQ�2UDFOH
6<6B&217(;7�YDULDEOH�FRXOG�EH�UHIHUHQFHG�
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Step 8 -  Set ACME_GLOBAL policy optional label function

2UDFOH�L�/DEHO�6HFXULW\�DOORZV�DQ�RSWLRQDO�ODEHOLQJ�IXQFWLRQ�WR�EH�UHIHUHQFHG
ZLWKLQ�WKH�SROLF\���7KH�ODEHOLQJ�IXQFWLRQ�ZLOO�RYHUULGH�DQ\�ODEHO�RWKHUZLVH�VSHFLILHG
DQG�VHW�WKH�ODEHO�HTXDO�WR�D�YDOXH�GHWHUPLQHG�E\�WKH�IXQFWLRQ���/DEHOLQJ�IXQFWLRQV
DUH�FDOOHG�LQ�WKH�FRQWH[W�RI�D�VSHFLDO�EHIRUH�URZ�WULJJHU�
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Step 9 -  Territory Manager Label Authorizations

)RU�HDFK�RI�WKH�YDULRXV�OHYHOV�RI�PDQDJHPHQW��WKH�DSSURSULDWH�ODEHO�DXWKRUL]DWLRQV
QHHG�WR�EH�VHW�XS���)LUVW�WKH�WHUULWRU\�PDQDJHUV�DUH�DVVLJQHG�DSSURSULDWH�OHYHOV�DQG
JURXSV���6HFRQG�WKH�UHJLRQDO�PDQDJHUV�DUH�DVVLJQHG�DSSURSULDWH�OHYHOV�DQG�JURXSV�
)LQDOO\��WKH�FRUSRUDWH�PDQDJHUV�DUH�DVVLJQHG�DSSURSULDWH�OHYHOV�DQG�JURXSV�



Applications and Oracle9i Label Security          Page 39



Applications and Oracle9i Label Security          Page 40

Step 10 -  Regional Manager Label Authorizations
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Step 11 -  Corporate Manager Label Authorizations
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Step 12 -  Authorize Corporate Managers for special privileges

'XULQJ�DQDO\VLV�LW�ZDV�GHWHUPLQHG�WKDW�FRUSRUDWH�PDQDJHUV�VKRXOG�EH�DEOH�WR
DVVXPH�WKH�SURILOH�RI�DQ\�VXERUGLQDWH����7R�DFFRPPRGDWH�WKLV�UHTXLUHPHQWV��WKH
352),/(B$&&(66�SULYLOHJH�LV�DXWKRUL]HG�IRU�DOO�FRUSRUDWH�OHYHO�PDQDJHUV�
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Oracle9i Policy Manager ACME_GLOBAL Policy Overview

7KH�H[SDQGHG�YLHZ�RI�WKH�$&0(B*/2%$/�SROLF\�VKRZV�WKH�SURWHFWHG�REMHFWV
DQG�DXWKRUL]HG�XVHUV���,Q�DGGLWLRQ�WKH�FRPSRQHQW�DQG�GDWD�ODEHO�WDEV�DUH�VKRZQ�
$W�WKLV�SRLQW��DXWKRUL]DWLRQV�KDYH�EHHQ�FRPSOHWHG�IRU�$&0(�WHUULWRU\�RQH
PDQDJHUV��UHJLRQDO�PDQDJHUV�DQG�FRUSRUDWH�PDQDJHUV����8VHUV�LQ�WHUULWRU\�RQH�ZLOO
KDYH�WKH�OHYHO�DQG�JURXS�ODEHO�FRPSRQHQW�DXWKRUL]DWLRQV�VSHFLILHG�LQ�WKH�SUHYLRXV
SLFWXUHV�ZKHQ�FRQQHFWLQJ�WR�WKH�QHZ�$&0(�FHQWUDOL]HG�DSSOLFDWLRQ�

Oracle9i Label Security API

,Q�DGGLWLRQ�WR�2UDFOH�L�3ROLF\�0DQDJHU���2UDFOH�L�/DEHO�6HFXULW\�DOVR�SURYLGHV�D
FRPSUHKHQVLYH�$3,���7KH�$3,�FDQ�EH�XVHG�WR�HVWDEOLVK�DXWKRUL]DWLRQV�IRU�D�ODUJH
QXPEHU�RI�XVHUV�LQ�EDWFK�PRGH���7KH�$3,�LV�IXOO\�GRFXPHQWHG�LQ�WKH�2UDFOH�L
/DEHO�6HFXULW\�DGPLQLVWUDWRU·V�JXLGH�
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APPENDIX E - HOSTING AND PRIVACY DEMONSTRATION USING THE
API

Overview

7KLV�GHPRQVWUDWLRQ�VKRZV�KRZ�2UDFOH�L�/DEHO�6HFXULW\�FDQ�EH�XVHG�WR�LPSOHPHQW
VLPSOH�FRPSDQ\�E\�FRPSDQ\�GDWD�VHSDUDWLRQ�DV�ZHOO�DV�KRZ�2UDFOH�L�/DEHO
6HFXULW\�FDQ�EH�XVHG�WR�DFKLHYH�D�PRUH�VRSKLVWLFDWHG�JUDQXODU�GDWD�VHSDUDWLRQ
ZLWKLQ�D�VSHFLILF�FRPSDQ\���7KLV�W\SH�RI�WHFKQRORJ\�LV�LPSRUWDQW�EHFDXVH�GDWDEDVH
FRQVROLGDWLRQ�DQG�WKH�,QWHUQHW�KDYH�PDGH�JUDQXODU�DFFHVV�FRQWURO�H[WUHPHO\
LPSRUWDQW�GXH�WR�WKH�LQFUHDVH�LQ�QXPEHU�RI�XVHUV�ZKR�FDQ�DFFHVV�DSSOLFDWLRQV�

,Q�WKLV�GHPRQVWUDWLRQ��D�SROLF\�FDOOHG�+267,1*�LV�FUHDWHG�XVLQJ�2UDFOH�L�/DEHO
6HFXULW\���$�VLQJOH�OHYHO�FDOOHG�¶FRPSDQ\·�LV�FUHDWHG�DQG�D�JURXS�LV�FUHDWHG
FRUUHVSRQGLQJ�WR�HDFK�FRPSDQ\���)RU�WKH�SXUSRVHV�RI�WKLV�GHPRQVWUDWLRQ��WZR
FRPSDQLHV�H[LVW��$&0(�&RUSRUDWLRQ�DQG�:LGJHW�&RUSRUDWLRQ���)RU�WKH�EDVLF
+267,1*�SROLF\�PXOWLSOH�OHYHOV�ZHUH�QRW�QHFHVVDU\�DQG�WKHUHIRUH�RQO\�D�VLQJOH
OHYHO�FDOOHG�¶FRPSDQ\·�ZDV�FUHDWHG�

,Q�DGGLWLRQ�WR�WKH�+267,1*�SROLF\��D�SROLF\�FDOOHG�35,9$&<�LV�FUHDWHG�WR
GHPRQVWUDWH�KRZ�D�JUHDWHU�GHJUHH�RI�JUDQXODU�DFFHVV�FRQWURO�FDQ�EH�DFKLHYHG�E\
XVLQJ�2UDFOH�L�/DEHO�6HFXULW\�OHYHOV��FRPSDUWPHQWV�DQG�JURXSV���,Q�WKLV
GHPRQVWUDWLRQ��RQO\�OHYHOV�DQG�JURXSV�DUH�XVHG���/HYHOV�DQG�JURXSV�DUH�XVXDOO\
VXIILFLHQW�IRU�FRPPHUFLDO�RUJDQL]DWLRQV���/HYHOV��FRPSDUWPHQWV�DQG�JURXSV�DUH
FDOOHG�ODEHO�FRPSRQHQWV���/DEHO�FRPSRQHQWV�PXVW�EH�GHILQHG�EHIRUH�DFWXDO�ODEHOV
FDQ�EH�FUHDWHG�DQG�DVVLJQHG�WR�GDWD���)RU�H[DPSOH��WKH�ODEHO�FRPSRQHQWV�¶VHFUHW·
DQG�¶1$72·�QHHG�WR�EH�FUHDWHG�EHIRUH�WKH�ODEHO�¶6(&5(7�����1$72·�FDQ�EH
FUHDWHG�DQG�DVVLJQHG�WR�GDWD���7ZR�2UDFOH�L�/DEHO�6HFXULW\�SROLFLHV�KDYH�EHHQ
FUHDWHG�IRU�WKLV�GHPR���7KH\�DUH

• +267,1*

• 35,9$&<
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Key Demonstration Points

��� 0XOWLSOH�SROLFLHV�DUH�DVVLJQHG�WR�DSSOLFDWLRQ�WDEOH�6$/(6B'$7$

��� 3ROLF\�FROXPQ�IRU�WKH�SULYDF\�SROLF\�LV�KLGGHQ���,VVXLQJ�D�GHVFULEH�FRPPDQG
LQ�64/3OXV�GRHV�QRW�VKRZ�WKH�SULYDF\�SROLF\�FROXPQ�6(&/$%���7KH
EHQHILWV�RI�XVLQJ�WKH�KLGGHQ�FROXPQ�LQFOXGH�WKH�DELOLW\�WR�FRQWLQXH�XVLQJ
64/�VWDWHPHQWV�ZKLFK�GR�QRW�VSHFLI\�D�FROXPQ�OLVW�GXULQJ�LQVHUW�

��� 7KH�FROXPQ�+267/$%�SUH�H[LVWV�LQ�WKH�WDEOH�DQG�LV�UHXVHG�E\�2UDFOH�L
/DEHO�6HFXULW\���,Q�RUGHU�IRU�2UDFOH�L�/DEHO�6HFXULW\�WR�XVH�DQ�H[LVWLQJ
FROXPQ��WKH�FROXPQ�PXVW�EH�GHILQHG�DV�QXPEHU������

��� *URXSV�DUH�XVHG�WR�SURYLGH�DGGHG�JUDQXODULW\�IRU�SULYDF\�DQG�RWKHU�EXVLQHVV
QHHGV���,Q�WKLV�FDVH��WKH�:,'*(7�FRUSRUDWLRQ�KDV�JURXSV�GHILQHG�IRU
FRXQWULHV�LQ�(8523(�DQG�WKH�$&0(�&RUSRUDWLRQ�KDV�JURXSV�GHILQHG�IRU
YDULRXV�SDUWV�RI�WKH�86$���7KH�JURXSV�UROO�XS�WR�D�SDUHQW�JURXS����)RU
$&0(�WKH�SDUHQW�JURXS�LV�86�DQG�IRU�:,'*(7�WKH�SDUHQW�JURXS�LV
(8523(�

��� 7KLV�GHPRQVWUDWLRQ�DOVR�VKRZV�KRZ�WKH�2UDFOH�L�/DEHO�6HFXULW\
64/SUHGLFDWH�FDSDELOLW\�FDQ�EH�XVHG�WR�HQIRUFH�DGGLWLRQDO�DFFHVV�FRQWUROV�
:KHQ�DQ�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�LV�DVVLJQHG�WR�D�WDEOH��D
64/SUHGLFDWH�FDQ�EH�VXSSOLHG�ZKLFK�ZLOO�EH�DSSHQGHG�WR�64/�VWDWHPHQWV
DFFHVVLQJ�WKH�WDEOH���)RU�WKLV�GHPR��D�64/SUHGLFDWH�LV�DGGHG�ZKLFK�UHVWULFWV
DFFHVV�WR�GDWD�RXWVLGH�0RQGD\�WKURXJK�)ULGD\�

��� 93'�FRXOG�EH�XVHG�WR�LPSOHPHQW�WKH�KRVWLQJ�SROLF\�DQG�DFKLHYH�VLPSOH
FRPSDQ\�E\�FRPSDQ\�GDWD�VHSDUDWLRQ���2UDFOH�L�/DEHO�6HFXULW\�HOLPLQDWHV
WKH�FRGLQJ�DQG�SURYLGHV�WKH�IRXQGDWLRQ�IRU�PRUH�VRSKLVWLFDWHG�JUDQXODU
DFFHVV�FRQWUROV�

��� ,QGXVWULHV�VXFK�DV�+HDOWKFDUH��5HWDLO��IUDQFKLVHV���(QHUJ\��*RYHUQPHQW��/DZ
(QIRUFHPHQW��1DWLRQDO�6HFXULW\��DQG�)LQDQFH�FDQ�XVH�2UDFOH�L�/DEHO�6HFXULW\
WR�VROYH�VRSKLVWLFDWHG�VHFXULW\�UHTXLUHPHQWV�DQG�HQKDQFH�WKHLU�LQGLYLGXDO
SURGXFW�RIIHULQJV�
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Demonstration Accounts

7KH�DSSOLFDWLRQ�RZQHU�DFFRXQW�LV�6$/(6$33�DQG�WKH�SDVVZRUG�LV�6$/(6$33���$
VLQJOH�WDEOH�FDOOHG�VDOHVBGDWD�LV�XVHG�LQ�WKLV�GHPRQVWUDWLRQ��

7ZR�DFFRXQWV�H[LVW�ZKLFK�VKRZ�KRZ�WKH�KRVWLQJ�SROLF\�FDQ�EH�FRPELQHG�ZLWK�D
VHFRQG�2UDFOH�L�/DEHO�6HFXULW\�SROLF\�FDOOHG�SULYDF\�WR�DFKLHYH�DGGLWLRQDO�DFFHVV
FRQWURO�JUDQXODULW\���7KH\�DUH�

$&0(B0*5

:,'*(7B0*5

/RJJLQJ�LQ�DV�HLWKHU�RI�WKHVH�XVHUV�ZLOO�UHWULHYH�D�VXEVHW�RI�LQIRUPDWLRQ�ZLWKLQ�WKHLU
FRPSDQ\����)RU�H[DPSOH��XVHU�:,'*(7B0*5�ZLOO�RQO\�VHH�LQIRUPDWLRQ�IRU�WKH
FRXQWU\�*(50$1<�ZKLOH�WKH�XVHU�$&0(B0*5�ZLOO�RQO\�VHH�LQIRUPDWLRQ�IRU
WKH�86:(67�WHUULWRU\�RI�$&0(�FRUSRUDWLRQ�

,Q�DGGLWLRQ��WZR�PRUH�DFFRXQWV�ZHUH�FUHDWHG�WR�VKRZ�KRZ�ERWK�SROLFLHV�FDQ�EH�LQ
HIIHFW�DQG�WKH�2UDFOH�L�/DEHO�6HFXULW\�JURXS�IXQFWLRQDOLW\�XVHG�WR�DOORZ�WKH�&(2·V
RI�ERWK�FRPSDQLHV�WR�VHH�LQIRUPDWLRQ�DFURVV�DOO�FRPSDQ\�WHUULWRULHV�RU�VDOHV
UHJLRQV����7KH\�DUH�

$&0(B&(2

:,'*(7B&(2
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Demo Build Using Oracle9i Label Security API

7KH�ILOHV�DVVRFLDWHG�ZLWK�WKLV�GHPR�ZLOO�EH�DYDLODEOH�IRU�GRZQORDG�RQ�WKH�2UDFOH
7HFKQRORJ\�1HWZRUN�

Prompt

Prompt ***********************************************************************

Prompt Connect as User SYSTEM or another DBA with permissions to

Prompt database accounts

Prompt ***********************************************************************

CONNECT system@demo.world

Prompt ***********************************************************************

Prompt Create Users SALESAPP

Prompt Create Users ACME_MGR

Prompt Create Users WIDGET_MGR

Prompt Create Users ACME_CEO

Prompt Create Users WIDGET_CEO

Prompt ***********************************************************************

GRANT CONNECT, RESOURCE to SALESAPP IDENTIFIED BY SALESAPP;

GRANT CONNECT, RESOURCE to ACME_MGR IDENTIFIED BY ACME_MGR;

GRANT CONNECT, RESOURCE to WIDGET_MGR IDENTIFIED BY

WIDGET_MGR;

GRANT CONNECT, RESOURCE to ACME_CEO IDENTIFIED BY ACME_CEO;

GRANT CONNECT, RESOURCE to WIDGET_CEO IDENTIFIED BY WIDGET_CEO;

Prompt ***********************************************************************

Prompt Grant User SALESAPP CREATE PUBLIC SYNONYM

Prompt ***********************************************************************

GRANT CREATE PUBLIC SYNONYM to salesapp;
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Prompt ***********************************************************************

Prompt Connect as User LBACSYS

Prompt ***********************************************************************

CONNECT lbacsys@demo.world

SPOOL ols_demo_setup.log

Prompt ***********************************************************************

Prompt Grant User SALESAPP EXECUTE ON

Prompt

Prompt SA_SESSION

Prompt SA_SYSDBA

Prompt SA_USER_ADMIN

Prompt SA_COMPONENTS

Prompt SA_UTL

Prompt SA_LABEL_ADMIN

Prompt SA_POLICY_ADMIN

Prompt

Prompt ***********************************************************************

GRANT EXECUTE ON sa_session    TO salesapp;

GRANT EXECUTE ON sa_sysdba     TO salesapp;

GRANT EXECUTE ON sa_user_admin TO salesapp;

GRANT EXECUTE ON sa_components TO salesapp;

GRANT EXECUTE ON sa_utl        TO salesapp;

GRANT EXECUTE ON sa_label_admin TO salesapp;

GRANT EXECUTE ON sa_policy_admin to salesapp;
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Prompt ***********************************************************************

Prompt Grant role LBAC_DBA to User SALESAPP

Prompt ***********************************************************************

GRANT LBAC_DBA TO salesapp;

Prompt ***********************************************************************

Prompt Connecting as user salesapp

Prompt ***********************************************************************

CONNECT salesapp/salesapp@demo.world

Prompt ***********************************************************************

Prompt Dropping HOSTING policy

Prompt ***********************************************************************

EXECUTE SA_SYSDBA.DROP_POLICY(’HOSTING’);

Prompt ***********************************************************************

Prompt Dropping PRIVACY policy

Prompt ***********************************************************************

EXECUTE SA_SYSDBA.DROP_POLICY(’PRIVACY’);
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Prompt ***********************************************************************

Prompt Drop and create table sales_data

Prompt ***********************************************************************

DROP TABLE sales_data;

CREATE TABLE salesapp.sales_data  (

ORG_ID number(4),

ORG_NAME      varchar2(15),

DIV          varchar2(14),

MONTH         varchar2(3),

YEAR          number(4),

HOURS         number(4),

EXPENSES      number(6),

HOSTLAB       number(10));

Describe salesapp.sales_data

Prompt

Prompt ***********************************************************************

Prompt Add primary key to table sales_data

Prompt ***********************************************************************

Alter table salesapp.sales_data add constraint SALES_PK PRIMARY KEY

(ORG_ID,MONTH,YEAR,DIV,ORG_NAME,HOSTLAB);
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Prompt ***********************************************************************

Prompt Grant select,insert,update,delete on salesapp.sales_data to PUBLIC

Prompt ***********************************************************************

GRANT SELECT, INSERT, UPDATE, DELETE ON SALES_DATA to PUBLIC;

Prompt

Prompt ***********************************************************************

Prompt Create public synonym sales_data for table salesapp.sales_data

Prompt ***********************************************************************

CREATE PUBLIC SYNONYM SALES_DATA FOR SALESAPP.SALES_DATA;

Prompt ***********************************************************************

Prompt Creating HOSTING Policy

Prompt ***********************************************************************

EXECUTE

SA_SYSDBA.CREATE_POLICY(’HOSTING’,’HOSTLAB’,’READ_CONTROL,CHECK

_CONTROL,LABEL_DEFAULT’);

Prompt ***********************************************************************

Prompt Creating PRIVACY Policy

Prompt ***********************************************************************

EXECUTE

SA_SYSDBA.CREATE_POLICY(’PRIVACY’,’SECLAB’,’READ_CONTROL,CHECK_C

ONTROL,LABEL_DEFAULT,HIDE’);
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Prompt ***********************************************************************

Prompt Creating PRIVACY policy LEVEL label components

Prompt ***********************************************************************

EXECUTE

SA_COMPONENTS.CREATE_LEVEL(’PRIVACY’,1000,’CONFIDENTIAL’,’CONFIDE

NTIAL’);

EXECUTE

SA_COMPONENTS.CREATE_LEVEL(’PRIVACY’,2000,’SENSITIVE’,’SENSITIVE’);

EXECUTE

SA_COMPONENTS.CREATE_LEVEL(’PRIVACY’,3000,’HIGHLY_SENSITIVE’,’HIGH

LY_SENSITIVE’);

Prompt

Prompt ***********************************************************************

Prompt Creating PRIVACY policy GROUP label components

Prompt ***********************************************************************

EXECUTE SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,1000,’Global’,’Global’);

EXECUTE SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,100,’US’,’United

States’,’GLOBAL’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,101,’USWest’,’USWest’,’US’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,102,’USCentral’,’USCentral’,’US’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,103,’USEast’,’USEast’,’US’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,200,’Europe’,’Europe’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,201,’Sweden’,’Sweden’,’Europe’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,202,’Germany’,’Germany’,’Europe

’);
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EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,203,’France’,’France’,’Europe’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’PRIVACY’,204,’Italy’,’Italy’,’Europe’);

Prompt

Prompt ***********************************************************************

Prompt Creating PRIVACY policy LABELS

Prompt ***********************************************************************

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1101,’CONFIDENTIAL::USWest’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1102,’CONFIDENTIAL::USCentral’)

;

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1103,’CONFIDENTIAL::USEast’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3101,’HIGHLY_SENSITIVE::USWe

st’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3102,’HIGHLY_SENSITIVE::USCe

ntral’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3103,’HIGHLY_SENSITIVE::USEa

st’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1201,’CONFIDENTIAL::Sweden’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1202,’CONFIDENTIAL::Germany’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1203,’CONFIDENTIAL::France’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,1204,’CONFIDENTIAL::Italy’);
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EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3201,’HIGHLY_SENSITIVE::Swed

en’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3202,’HIGHLY_SENSITIVE::Germ

any’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3203,’HIGHLY_SENSITIVE::Franc

e’);

EXECUTE

SA_LABEL_ADMIN.CREATE_LABEL(’PRIVACY’,3204,’HIGHLY_SENSITIVE::Italy’);

Prompt

Prompt ***********************************************************************

Prompt Creating HOSTING policy LEVEL label components

Prompt ***********************************************************************

EXECUTE

SA_COMPONENTS.CREATE_LEVEL(’HOSTING’,1000,’COMPANY’,’COMPANY’);

Prompt

Prompt ***********************************************************************

Prompt Creating HOSTING policy GROUP label components

Prompt ***********************************************************************

EXECUTE SA_COMPONENTS.CREATE_GROUP(’HOSTING’,100,’ACME’,’ACME

Corporation’);

EXECUTE

SA_COMPONENTS.CREATE_GROUP(’HOSTING’,101,’WIDGET’,’WIDGET

Corporation’);



Applications and Oracle9i Label Security          Page 57

Prompt ***********************************************************************

Prompt Creating HOSTING policy LABELS

Prompt ***********************************************************************

EXECUTE SA_LABEL_ADMIN.CREATE_LABEL

(’HOSTING’,1100,’COMPANY::ACME’);

EXECUTE SA_LABEL_ADMIN.CREATE_LABEL

(’HOSTING’,1200,’COMPANY::WIDGET’);

Prompt

Prompt ***********************************************************************

Prompt Setting User Authorizations for users:

Prompt SALESAPP

Prompt ACME_MGR

Prompt WIDGET_MGR

Prompt ACME_CEO

Prompt WIDGET_CEO

Prompt ***********************************************************************

Prompt ***********************************************************************

Prompt Authorize user SALESAPP privileges FULL and PROFILE_ACCESS on

Prompt HOSTING and PRIVACY policies.  Authorize user SALESAPP highest label

Prompt on HOSTING and PRIVACY policies.

Prompt ***********************************************************************

EXECUTE SA_USER_ADMIN.SET_USER_PRIVS

(’PRIVACY’,’SALESAPP’,’FULL,PROFILE_ACCESS’);

EXECUTE SA_USER_ADMIN.SET_USER_PRIVS

(’HOSTING’,’SALESAPP’,’FULL,PROFILE_ACCESS’);
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Prompt ***********************************************************************

Prompt Setting ACME_MGR user label authorizations

Prompt Setting WIDGET_MGR user label authorizations

Prompt ***********************************************************************

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’HOSTING’,’ACME_MGR’,’COMPANY::ACME’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’HOSTING’,’WIDGET_MGR’,’COMPANY::WIDGET’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’PRIVACY’,’ACME_MGR’,’HIGHLY_SENSITIVE::USWEST’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’PRIVACY’,’WIDGET_MGR’,’HIGHLY_SENSITIVE::GERMANY’);

Prompt *********************************************************************************

Prompt Setting ACME_CEO user label authorizations

Prompt Setting WIDGET_CEO user label authorizations

Prompt **********************************************************************************

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’HOSTING’,’ACME_CEO’,’COMPANY::ACME’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’HOSTING’,’WIDGET_CEO’,’COMPANY::WIDGET’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’PRIVACY’,’ACME_CEO’,’HIGHLY_SENSITIVE::GLOBAL’);

EXECUTE SA_USER_ADMIN.SET_USER_LABELS

(’PRIVACY’,’WIDGET_CEO’,’HIGHLY_SENSITIVE::EUROPE’);
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Prompt ***********************************************************************

Prompt Applying HOSTING policy to salesapp.sales_data table.

Begin

   sa_policy_admin.apply_table_policy (

     POLICY_NAME => ’HOSTING’,

     SCHEMA_NAME => ’salesapp’,

     TABLE_NAME  => ’sales_data’,

     TABLE_OPTIONS => NULL,

     LABEL_FUNCTION => NULL,

     PREDICATE =>  ’to_char(sysdate,’ || ’’’’ || ’d’ || ’’’’ ||

                   ’) in (2,3,4,5,6)’ );

END;

/

Prompt ***********************************************************************

Prompt Applying PRIVACY policy to salesapp.sales_data table.

Prompt ***********************************************************************

BEGIN

   sa_policy_admin.apply_table_policy (

     POLICY_NAME => ’PRIVACY’,

     SCHEMA_NAME => ’salesapp’,

     TABLE_NAME  => ’sales_data’,

     TABLE_OPTIONS => NULL,

     LABEL_FUNCTION => NULL,

     PREDICATE => NULL);

End;

/

Spool off

Because the predicate input parameter is a

string and contains embedded quotes, the

input value must be built using string

concatenation.  Concatenating four single

quotes results in a single quote.  The

resulting string  is to_char(sysdate,’d’) in

(2,3,4,5,6)
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Demo Data Load

SPOOL ols_demo_dataload.log

Prompt ***********************************************************************

Prompt Populating Data

Prompt ***********************************************************************

connect salesapp/salesapp@demo.world

Prompt ***********************************************************************

Prompt Loading Acme ORG 123 NORTH-WEST data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’NORTH-WEST’,’United States’,’FEB’,2000,1469,37124,1100,1101);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES(123,’NORTH-WEST’,’United States’,’MAR’,2000,897,19459,1100,1101);

Prompt ***********************************************************************

Prompt Loading Acme ORG 123 NORTH-WEST data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’NORTH-WEST’,’United States’,’FEB’,2001 ,664,14882,1100,3101);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’NORTH-WEST’,’United States’,’MAR’,2001 ,1629,42668,1100,3101);
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Prompt ***********************************************************************

Prompt Loading Acme ORG 115 MID-WEST data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’MID-WEST’,’United States’,’FEB’,2000,739,16521,1100,1102);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’MID-WEST’,’United States’,’MAR’,2000,1345,17234,1100,1102);

Prompt ***********************************************************************

Prompt Loading Acme ORG 115 MID-WEST data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’MID-WEST’,’United States’,’FEB’,2001 ,500,19521,1100,3102);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’MID-WEST’,’United States’,’MAR’,2001 ,1200,18234,1100,3102);

Prompt ***********************************************************************

Prompt Loading Acme ORG 115 NORTH-EAST data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (117,’NORTH-EAST’,’United States’,’FEB’,2000,1405,35999,1100,1103);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (117,’NORTH-EAST’,’United States’,’MAR’,2000,902,18929,1100,1103);



Applications and Oracle9i Label Security          Page 62

Prompt ***********************************************************************

Prompt Loading Acme ORG 115 NORTH-EAST data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (117,’NORTH-EAST’,’United States’,’FEB’,2001 ,411,11234,1100,3103);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (117,’NORTH-EAST’,’United States’,’MAR’,2001 ,1332,32123,1100,3103);

Prompt ***********************************************************************

Prompt Loading Widget ORG 123 FRANCE data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’FRANCE’,’Europe’,’JAN’,2000,1242,43323,1200,1203);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’FRANCE’,’Europe’,’FEB’,2000,912,58293,1200,1203);

Prompt ***********************************************************************

Prompt Loading Widget ORG 123 FRANCE data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’FRANCE’,’Europe’,’JAN’,2001 ,1000,57003,1200,3203);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (123,’FRANCE’,’Europe’,’FEB’,2001 ,989,43000,1200,3203);
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Prompt ***********************************************************************

Prompt Loading Widget ORG 115 SWEDEN data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’SWEDEN’,’Europe’,’JAN’,2000,234,21000,1200,1201);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’SWEDEN’,’Europe’,’FEB’,2000,553,34000,1200,1201);

Prompt ***********************************************************************

Prompt Loading Widget ORG 115 SWEDEN data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’SWEDEN’,’Europe’,’JAN’,2001 ,239,19342,1200,3201);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (115,’SWEDEN’,’Europe’,’FEB’,2001 ,531,31343,1200,3201);

Prompt ***********************************************************************

Prompt Loading Widget ORG 143 GERMANY data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (143,’GERMANY’,’Europe’,’JAN’,2000,1100,19402,1200,1202);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (143,’GERMANY’,’Europe’,’FEB’,2000,1400,33495,1200,1202);

Prompt ***********************************************************************
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Prompt Loading Widget ORG 143 GERMANY data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (143,’GERMANY’,’Europe’,’JAN’,2001 ,987,20121,1200,3202);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (143,’GERMANY’,’Europe’,’FEB’,2001 ,1443,34344,1200,3202);

Prompt ***********************************************************************

Prompt Loading Widget ORG 323 ITALY data for 2000

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES

(323,’ITALY’,’Europe’,’JAN’,2000,994,18909,1200,1204);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (323,’ITALY’,’Europe’,’FEB’,2000,1375,33213,1200,1204);

Prompt ***********************************************************************

Prompt Loading Widget ORG 323 ITALY data for 2001

Prompt ***********************************************************************

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (323,’ITALY’,’Europe’,’JAN’,2001 ,1030,2032,1200,3204);

INSERT INTO SALESAPP.SALES_DATA (ORG_ID, ORG_NAME,  DIV, MONTH,

YEAR, HOURS, EXPENSES, HOSTLAB, SECLAB)

VALUES (323,’ITALY’,’Europe’,’FEB’,2001 ,1503,35234,1200,3204);

COMMIT;
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